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1. Application Reference

Installation and configuration details by application.

1.1. Admin Application Reference

The Admin Application contains components that are integral for the configuration of Alliance
applications. It contains various services and interfaces that allow administrators control over their
systems and enhances administrative capabilities.

1.1.1. Admin Application Prerequisites

None.

1.1.2. Installing the Admin Application
Install the Admin application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the admin-app feature.
1.1.3. Configuring the Admin Application

To configure the Admin Application:

1. Navigate to the Admin Console.
2. Select the Admin application.

3. Select the Configuration tab.

Table 1. Admin Available Configurations

Name Property Description

Admin UI org.codice.admin.ui.configurati Admin UI configurations.
on

Admin Configuration Policy org.codice.ddf.admin.config.poli Admin Configuration Policy
cy.AdminConfigPolicy configurations.

Table 2. Admin UI



Name

Enable
System
Usage
message

System
Usage
Message
Title

System
Usage
Message

Show
System
Usage
Message
once per
session

Ignored
Installer

Applicatio

ns

Id

systemUsag
eEnabled

systemUsag
eTitle

systemUsag
eMessage

systemUsag
eOncePerSe
ssion

disabledIn
stallerApp

Type

Boolean

String

String

Boolean

String

Table 3. Admin Configuration Policy

Name

Feature
and App

Permission

S

Id

featurePol
icies

Type

String

Configurati servicePol String

on

Permission

S

icies

Default
Value

Description

Turns on a system usage message, false
which is shown when the Admin

Application is opened.

A title for the system usage message
when the application is opened.

A system usage message to be
displayed to the user each time the
user opens the application.

With this selected,the system usage true
message is shown once for each

browser session. Uncheck this to

have the usage message appear

every time the admin page is

opened or refreshed.

Comma delimited list (appName, admin-
appNamez2, ...appNameN) of
applications that are disabled in the m-app

installer.

Default
Value

Description

When enabled, the desired features
or apps are only modifiable and
viewable to users with the set
attributes. The entry should be the

format of: feature name/app name =
"user attribute name=user
attribute value"

When enabled, the desired service null
is only modifiable and viewable to
users with the set attributes. The

entry should be the format of:
configuration ID = "user attribute
name=user attribute value"

1.2. Catalog Application Reference

app,platfor

Required

true

true

true

true

null

Required

false

false



The Catalog provides a framework for storing, searching, processing, and transforming
information.

Clients typically perform create, read, update, and delete (CRUD) operations against the Catalog.

At the core of the Catalog functionality is the Catalog Framework, which routes all requests and
responses through the system, invoking additional processing per the system configuration.

1.2.1. Catalog Application Prerequisites
To use the Catalog Application, the following applications/features must be installed:

e Platform

1.2.2. Installing the Catalog Application
Install the Catalog application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the catalog-app feature.
1.2.3. Configuring the Catalog Application

To configure the Catalog Application:

1. Navigate to the Admin Console.
2. Select the Catalog application.

3. Select the Configuration tab.

Table 4. Catalog Available Configurations

Name Property Description

URL Resource Reader ddf.catalog.resource.impl.URLR URL Resource Reader
esourceReader

Catalog Policy Plugin org.codice.ddf.catalog.security.C Catalog Policy Plugin.
atalogPolicy

Video Thumbnail Plugin org.codice.ddf.catalog.content.p Video Thumbnail Plugin.
lugin.video.VideoThumbnailPlu
gin

Xml Query Transformer ddf.catalog.transformer.xml.Xm Xml Response Query

IResponseQueueTransformer  Transformer.

Security Audit Plugin org.codice.ddf.catalog.plugin.se Security Audit Plugin.
curity.audit.SecurityAuditPlugin



Name

Resource Download Settings
Resource URI Policy Plugin
Metacard Validation Marker
Plugin

Metacard Attribute Security
Policy Plugin

Catalog Federation Strategy
PDF Input Transformer

Historian

Catalog Metacard Ingest
Network Plugin

CSW Connected Source
Confluence Federated Source

Metacard Backup File Storage
Provider
Schematron Validation Services

Catalog Backup Plugin

XML Attribute Security Policy
Plugin

Catalog Preview

Metacard Validation Filter
Plugin

Expiration Date Pre-Ingest

Plugin

Catalog Standard Framework

Property

Metacard_S3_Storage_Route

org.codice.ddf.catalog.security.R
esourceUriPolicy

ddf.catalog.metacard.validation.

MetacardValidityMarkerPlugin

org.codice.ddf.catalog.security.p
olicy.metacard.MetacardAttribu
teSecurityPolicyPlugin

ddf.catalog.federation.impl.Cac
hingFederationStrategy

ddf.catalog.transformer.input.p
df.PdfInputTransformer

ddf.catalog.history.Historian

org.codice.ddf.catalog.plugin.m
etacard.MetacardIngestNetwor
kPlugin

Csw_Connected_Source
Confluence_Federated_Source

Metacard_File_Storage_Route

ddf.services.schematron.Schem
atronValidationService

ddf.catalog.backup.CatalogBack
upPlugin

org.codice.ddf.catalog.security.p
olicy.xml.XmlAttributeSecurityP
olicyPlugin

org.codice.ddf.transformer.prev
iew

ddf.catalog.metacard.validation.

MetacardValidityFilterPlugin

org.codice.ddf.catalog.plugin.ex
piration.ExpirationDatePlugin

ddf.catalog.CatalogFrameworkI
mpl

Description

Resource Download
Configuration.

Resource URI Policy Plugin.

Metacard Validation Marker
Plugin.

Metacard Attribute Security
Policy Plugin.

Catalog Federation Strategy.

PDF Input Transformer
configurations.

Enables versioning of both
metacards and content.

Catalog Metacard Ingest
Network Plugin.

CSW Connected Source.
Confluence Federated Source.

Enable data backup of
metacards using a configurable
transformer.

Schematron Validation Services
configurations.

Catalog Backup Plugin
configurations.

XML Attribute Security Policy
Plugin.

Allow Preview to be Extracted
From Metadata.

Metacard Validation Filter
Plugin.

Catalog pre-ingest plugin to set
an expiration date on
metacards.

Catalog Standard Framework
configurations.



Name

Tika Input Transformer
Catalog OpenSearch Federated
Source

Status Source Poller Runner

Resource Download Settings

Content File System Storage
Provider

Content Directory Monitor

Table 5. URL Resource Reader

Property

ddf.catalog.transformer.input.ti
ka.TikaInputTransformer

OpenSearchSource

org.codice.ddf.catalog.sourcepol
ler.StatusSourcePollerRunner

ddf.catalog.resource.download.
ReliableResourceDownloadMan
ager
org.codice.ddf.catalog.content.i

mpl.FileSystemStorageProvider

org.codice.ddf.catalog.content.
monitor.ContentDirectoryMonit
or

Description

Tika Input Transformer.

Catalog OpenSearch Federated
Source.

Status Source Poller Runner.

Resource Download
configurations.

Content File System Storage
Provider.

Content Directory Monitor
configurations.

Name Property Type Description Default
Value
Follow followRedire Boolean Check the box if you want the Resource  true
Server cts Reader to automatically follow server
Redirects issued redirects (HTTP Response Code
300 series).
Root rootResource String List of root resource directories. A data/product
Resource Directories relative path is relative to S
Directories <ALLIANCE_HOME>. Specifies the only
directories the URLResourceReader has
access to when attempting to download
resources linked using file-based URLs.
Table 6. Catalog Policy Plugin
Name Id Type Description Default Required
Value
Create createPerm String Roles/attributes required for the http://sche true
Required ~ 15si0ns create operations. Example: mas.xmlso
Attributes role=rolel,role2 ap.org/ws/
2005/05/
identity/
claims/
role=guest


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest

Name Id Type

Update updatePerm String
Required  1ssions
Attributes

Delete deletePerm String
Required ~ 1ssions
Attributes

Read readPermis  String
Required 100

Attributes

Table 7. Video Thumbnail Plugin

Type

Name Property

Maximum maxFileSiz Long
video file VB

size to

process

(Megabytes

)

Table 8. Xml Query Transformer

Name Id Type
Parallel threshold  Integer
Marhsallin

g

Threshold

Table 9. Security Audit Plugin

Description

Roles/attributes required for the
update operation. Example:
role=rolel,role2

Roles/attributes required for the
delete operation. Example:
role=rolel,role2

Roles/attributes required for the
read operations (query and

resource). Example: role=rolel,role2

Description

Maximum video file size in
Megabytes for which to create a
thumbnail. Default is 120

Megabytes. Processing large videos

may affect system performance.

Description

Response size threshold above

which marshalling is run in parallel

Default
Value

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role=guest

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role=guest

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role=guest

Default
Value

120

Default
Value

50

Required

true

true

true

Required

false

Required

true


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest

Name

Security
attributes
to audit

Id

auditAttri
butes

Type

String

Description

List of security attributes to audit
when modified

Table 10. Metacard Backup S3 Storage Provider

Name

Keep
Deleted
Metacard

Metacard
Transform
erId

Backup
Invalid
Metacards

Metacard
Tags

S3 Access
Key

S3 Secret
Key

S3 Bucket

S3
Endpoint

Object
Template

Id

keepDelete
dMetacards

metacardTr
ansformerl

keepDelete
dMetacards

backupMeta
cardTags

s3AccessKe
y

s3SecretKe
y

s3Bucket

s3Endpoint

objectTemp
late

Type

Boolean

String

Boolean

String

String

Password

String

String

String

Description

Should backups for deleted
metacards be kept or removed.

ID of the metacard transformer to
use to serialize metacard for
backup.

Keep backups for metacards that
fail validation with warnings or
errors.

Backup only metacards with one of
the tags specified.

The access key to use for S3. Leave
blank if on an EC2 host with roles
assigned.

The secret key to use for S3. Leave
blank if on an EC2 host with roles
assigned.

The S3 Bucket in which to store the
backed up metacard data.

The endpoint for the region in
which the bucket is located.

Template specifying the S3 object
key for the metacard data. The
template uses handlebars syntax.

Use [] to reference dotted attributes,
as in {{[attribute.name]}}.

If you wish to include date, you
would use {{dateFormat created
yyyy-MM-dd}}

Default
Value

security.ac
cess-
groups,sec
urity.acces
s-
individuals

Default
Value

false

metacard

true

resource

data/backu
p/metacard
{{substrin
gido
3}}/{{subst
ring id 3
6}}/{Metac
ard_S3_Sto
rage_Route
}.xml

Required

true

Required

true

true

true

true

true

true

true

true

true



Table 11. Resource URI Policy Plugin

Name

Permit
Resource
URI on
Creation

Permit
Resource
URI on
Update

Id

Type

createPerm String

issions

updatePerm String

issions

Description

Allow users to provide a resource
URI when creating a metacard

Allow users to provide a resource
URI when updating a metacard

Table 12. Metacard Validation Marker Plugin

Name

Enforced
Validators

enforceErr
ors

Id

enforcedMe
tacardVali
dators

Boolean

Type

String

Sets
whether
validation
errors are
enforced.
This
prevents
ingest if
errors are
present.

Description

ID of Metacard Validator to enforce.
Metacards that fail these validators
are NOT ingested.

true

Table 13. Metacard Attribute Security Policy Plugin

10

Default
Value

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role=guest

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role=guest

Default
Value

false

true

Required

true

true

Required

Enforce
errors

Enforce
warnings


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest

Name

Metacard
Intersect
Attributes:

Id

intersectM List of

etacardAtt
ributes

Type

rules

Description Default Required
Value
Each line item in the configuration none false

is a rule. The format of a rule is the
name of a single source attribute,
followed by an equals sign, followed
by the destination attribute. For
example:
source_attributel=destination_attri
bute. The plugin gathers the source
attributes that have a common
destination. It takes the combined
values of the source attributes and
makes them the values of a (new)
metacard attribute, the destination
attribute. The strategy for
combining the values is
intersection, which means only the
values common to all source
attribute are added to the
destination attribute. Note: Do not
use the same destination attributes
in both the Intersect and Union rule
sets. The plugin behaves
unpredictably.

11



Name Id Type

Metacard unionMetac List of
Union ardAttribu rules
Attributes: tes

Table 14. Catalog Federation Strategy

12

Description Default
Value

Each line item in the configuration none
is a rule. The format of a rule is the
name of a single source attribute,
followed by an equals sign, followed
by the destination attribute. For
example:
source_attributel=destination_attri
bute. The plugin gathers the source
attributes that have a common
destination. It takes the combined
values of the source attributes and
makes them the values of a (new)
metacard attribute, the destination
attribute. The strategy for
combining the values is union,
which means only all the values of
the source attribute are added to
the destination attribute (excluding
duplicates) Note: Do not use the
same destination attributes in both
the Intersect and Union rule sets.
The plugin behaves unpredictably.

Required

false



Name Id

Maximum maxStartIn
start index dex

Expiration expiration
Interval Intervalln

Minutes
Expiration expiration
Age AgeInMinut
es
Query cacheStrat
Result €9y
Cache
Strategy
Cache cacheRemot
Remote elngests
Ingests

Type

Integer

Long

Long

String

Boolean

Table 15. PDF Input Transformer

Description Default Required
Value
Sets a limit on the number of results 50000 true

this sorted federation strategy can
handle from each federated source.
Alarge start index in conjunction
with several federated sources
could yield a large result set, which
the sorted federation strategy has a
limited ability to do. The admin can
make a rough calculation to decide
what maximum start index to use
based on the amount of memory in
the system, the amount of federated
sources, the number of threads, and
the expected amount of query
results requested ( (average # of
threads) * (maximum # of federated
sources) * (maxStartIndex +
maximumQueryResults) ) must fit
into the allocated memory of the
running distribution. This field may
be deprecated and removed when
sorted federation strategy has the
ability to sort a larger amount of
results.

Interval that Solr Cache checks for 10 true
expired documents to remove.

The number of minutes a document 10080 true
remains in the cache before it
expires . Default is 7 days.

Strategy for caching query results. ALL true
Valid entries are ALL, FEDERATED,

and NONE.

Cache remote ingest results false true

13



Name Id Type

Use PDF usePdfTitl Boolean
Title eAsTitle

Maximum previewMax Integer
text Length

extraction

length

(bytes)

Maximum metadataMa Integer
xml xLength
metadata

length

(bytes)

Table 16. Historian

Name Id Type
Enable historyEna Boolean
Versioning Pled

Description

Use the PDF’s metadata to
determine the metacard title. If this
is not enabled, the metacard title is
the file name.

The maximum length of text to be
extracted.

The maximum length of xml
metadata to be extracted.

Description

Enables versioning of both
metacards and content.

Table 17. Catalog Metacard Ingest Network Plugin

Name Id Type Description

criteriaK String  Specifies remoteAddr

ey the
criteria
for the
test of
equality;
which
value is
tested?
IP
Address
?
Hostna
me?

14

Default
Value

false

30000

5000000

Default
Value

true

Value d

true

Required

true

true

true

Required

true

Default Require Criteria

Expecte expected

d Value

Value



Name Id

String

Type

The

value
that the
criteria
must
equate
to for
the
attribute
override
s to
occur.

true

Table 18. CSW Connected Source

Name

Source ID

CSW URL

Event
Service
Address

Register
for Events

Authentica

tion Type

Username

Password

Disable CN
Check

Force
Longitude/
Latitude
coordinate
order

Id

id

cswlrl

eventServi
ceAddress

registerFo
rEvents

authentica
tionType

username

password

disableCnC
heck

isLonLatOr
der

Type

String

String

String

Boolean

String

String

String

Boolean

Boolean

Description

Description

The unique name of the Source.

URL to the endpoint implementing

the Catalogue Service for Web
(CSW) spec.

DDF Event Service endpoint. Do
NOT include .wsdl or ?wsdl.

Check to register for events from

this connected source.

Authentication type to use when
federating.

Username for CSW Service.
Required if basic authentication
type is selected.

Default Require Criteria

Value d

New

es

Default
Value

CSW

null

null

false

saml

null

Password for CSW Service. Required null

if basic authentication type is
selected.

Disable CN check for the server

false

certificate. This should only be used

when testing.

Force Longitude/Latitude
coordinate order.

false

newAttri String"
Attribut butes

Required

true

true

false

false

true

false

false

true

true

15



Name

Use posList
in
LinearRing

Metacard
Mappings

Poll
Interval

Connection
Timeout

Receive
Timeout

Output
Schema

Query
Type Name

Query
Type
Namespace

16

Id

usePosList Boolean

metacardMa
ppings

polllnterv
al

connection
Timeout

receiveTim
eout

outputSche
ma

queryTypeN
ame

queryTypeN
amespace

Type

String

Integer

Integer

Integer

String

String

String

Description

Use a <posList> element rather than
a series of <pos> elements when
issuing geospatial queries
containing a LinearRing.

Mapping of the Metacard Attribute
names to their CSW property
names. The format should be
"title=dc:title".

Poll Interval to Check if the Source
is available (in minutes - minimum
1).

Amount of time to attempt to

establish a connection before timing

out, in milliseconds.

Amount of time to wait for a
response before timing out, in
milliseconds.

Output Schema

Qualified Name for the Query Type
used in the CSW GetRecords
request.

Namespace prefix for the Query
Type used in the CSW GetRecords
request.

Default
Value

false

effective=c
reated,
created=da
teSubmitte
d,
modified=
modified,
thumbnail
=reference
s, content-
type=type,
id=identifi
er,
resource-
uri=source

5

30000

60000

Required

false

false

true

true

true

http://www true

.opengis.ne
t/cat/csw/
2.0.2

csw:Record true

http://www true

.opengis.ne
t/cat/csw/
2.0.2


http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2
http://www.opengis.net/cat/csw/2.0.2

Name

Force CQL
Text as the
Query
Language
Forced
Spatial
Filter Type

Id

isCqlForce
d

forceSpati
alFilter

Type

Boolean

String

Table 19. Confluence Federated Source

Name

Source
Name

Confluence
Rest URL

Authentica
tion Type

Username

Password

Include
Page
Contents In
Results

Include
Archived
Spaces

Exclude
Confluence
Spaces

Property

shortname

endpointUr
1

authentica
tionType

username

password

includePag
eContent

includeArc
hivedSpace

excludeSpa
ces

Type

String

String

String

String

Password

Boolean

Boolean

Boolean

Description

Force CQL Text.

Force only the selected Spatial Filter
Type as the only available Spatial
Filter.

Description

The Confluence Rest API endpoint
URL. Example:
https://{FQDN}:{PORT}/rest/api/cont
ent

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Username for WFS Service.
Required if basic authentication
type is selected.

Password for WFS Service. Required
if basic authentication type is
selected.

Flag indicating if Confluence page
contents should be included in the
returned results.

Flag indicating if archived
confluence spaces should be
included in search results.

Flag indicating if the list of
Confluence Spaces should be
excluded from searches instead of
included.

Default
Value

false

NO_FILTER

Default
Value

saml

null

null

false

false

false

Required

true

false

Required

Yes

Yes

true

false

false

No

No

No
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Name

Property

Confluence confluence

Spaces

Attribute
Overrides

Spaces

additional
Attributes

Availability availabili

Poll
Interval

tyPollInte
rval

Type

String
cardinality
=1000

String
cardinality
=100

Long

Description Default
Value

The confluence spaces to
include/exclude from searches. If no
spaces are specified, all visible
spaces are searched.

Attribute Overrides - Optional:
Metacard attribute overrides (Key-
Value pairs) that can be set on the
results comming from this source. If
an attribute is specified here, it
overwrites the metacard’s attribute
that was created from the
Confluence source. The format
should be 'key=value'. The
maximum allowed size of an
attribute override is 65,535 bytes.
All attributes in the catalog
taxonomy tables are injected into
all metacards by default and can be
overridden.

Availability polling interval in 60000
milliseconds.

Table 20. Metacard Backup File Storage Provider

Name

Keep
Deleted
Metacard

Metacard
Transform
erId

Backup
Invalid
Metacards

Metacard
Backup
Output
Providers
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Id

keepDelete
dMetacards

metacardTr
ansformerl

keepDelete
dMetacards

metacardOu
tputProvid
erlds

Type

Boolean

String

Boolean

Comma
delimited
list of
metacard
output
provider
IDs.

Description Default
Value

Should backups for deleted false
metacards be kept or removed.

ID of the metacard transformer to  metacard
use to serialize metacard for
backup.

Keep backups for metacards that true
fail validation with warnings or
errors.

Required

No

No

No

Required

true

true

true

Metacard Backup Provider IDs to fileStorage true

use for this backup plugin. Provider
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Table 21. Schematron Validation Services

Name Id Type
Ruleset id String
Name

Root namespace  String
Namespace

Schematro schematron String
n File FileNames

Names

Table 22. Catalog Backup Plugin

Name Id Type
Root rootBackup String
backup Dir

directory

path

Subdirecto subDirleve Integer
rylevels LS

Description

Give this ruleset a name

The root namespace of the XML

Names of schematron files (*sch)
against which to validate metadata
ingested into the Catalog. Absolute

paths or relative paths may be
specified. Relative paths are
assumed to be relative to
<ALLIANCE HOME>/schematron.

Description

Root backup directory for
Metacards. A relative path is
relative to <ALLIANCE_HOME>.

Number of subdirectory levels to
create. Two characters from the ID
are used to name each subdirectory

level.

Table 23. XML Attribute Security Policy Plugin

Name Id Type

XML
Elements:

xmlElement String
S

Description

XML elements within the metadata

that are searched for security

attributes. If these elements contain
matching attributes, the values of

the attributes are combined.

Default
Value

null

null

null

Default
Value

data/backu
p

Default
Value

Required

true

true

true

Required

true

true

Required

true
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Name Id Type
Security securityAt String
Attributes tributeUni
(union): ons

Security securityAt String
Attributes tributelnt

; . ersections
(intersectio

n):

Table 24. Catalog Preview

Name Id Type
Preview previewFro Boolean
From mMetadata
Metadata

Element  previewEle String
Namesto Ments

Preview

Description

Security Attributes. These
attributes, if they exist on any of the
XML elements listed above, have
their values extracted and the union
of all of the values is saved to the
metacard. For example: if element1
and element2 both contain the
attribute 'attr' and that attribute has
values X,Y and X,Z, respectively,
then the final result is the union of
those values: X,Y,Z. The X,Y,Z value
is the value that is placed within the
security attribute on the metacard.

Security Attributes. These
attributes, if they exist on any of the
XML elements listed above, have
their values extracted and the
intersection of all of the values is
saved to the metacard. For example:
if element1 and element2 both
contain the attribute 'attr' and that
attribute has values X,Y and X,Z,
respectively, then the final result is
the intersection of those values: X.
The X value is the value that is
placed within the security attribute
on the metacard.

Description

Allow Preview to be Extracted From
Metadata.

Specify element names to preview
from XML. Takes the text content of
the first available element for
preview. Note: This list is not used
unless Preview From Metadata is
enabled.

Table 25. Metacard Validation Filter Plugin
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Default
Value

null

Default
Value

false

text, TEXT

Required

false

false

Required

true

true



Name

Attribute
map

Filter
errors

Filter
warnings

Id Type

attributeM String
ap

filterErro Boolean
rs

filterWarn Boolean
ings

Description

Mapping of Metacard SECURITY
attribute to user attribute. Users
with this role always receive
metacards with errors and/or
warnings.

Sets whether metacards with
validation errors are filtered for
users without the configured user
attribute.

Sets whether metacards with
validation warnings are filtered for
users without the configured user
attribute.

Table 26. Expiration Date Pre-Ingest Plugin

Name

Overwrite

If Empty

Overwrite

If Exists

Id Type

overwriteIl Boolean
fBlank

overwriteI Boolean
fExists

Offset from offsetFrom Integer

Created
Date (in
days)

Table 27. Catalog Standard Framework

CreatedDat

Description

If this is checked, overwrite all
blank expiration dates in
metacards. If this is not checked,
leave metacards with blank
expiration dates as-is.

If this is checked, overwrite all
existing non-empty expiration dates
in metacards with a new date. If this
is not checked, leave metacards
with an existing expiration date.

A metacard’s new expiration date is
calculated by adding this value (in
days) to its created date.

Default
Value

invalid-
state=local
host-data-
manager

true

false

Default
Value

false

false

30

Required

false

false

false

Required

true

true

true
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Name

Enable
Fanout
Proxy

Enable
Notificatio
ns

Fanout tag
blacklist

Id Type

fanoutEnab Boolean
led

notificati
onEnabled

Boolean

fanoutTagB  String
lacklist

Table 28. Tika Input Transformer

Name

Use
Resource
Title

Id Type
useResourc Boolean
eTitleAsTi

tle

Description

When enabled the Framework acts

as a proxy, federating requests to all

available sources. All requests are
executed as federated queries and
resource retrievals, allowing the
framework to be the sole
component exposing the
functionality of all of its Federated
Sources.

Check to enable notifications.

Ingest operations with tags in this
list are rejected.

Description

Use the resource’s metadata to
determine the metacard title. If this
is not enabled, the metacard title is
the file name.

Table 29. Catalog OpenSearch Federated Source

Name

Source
Name

Id Type

shortname String

OpenSearc endpointUr String

h service
URL

22

1

Description

null

The OpenSearch endpoint URL or
DDF’s OpenSearch endpoint
(https:/{FQDN}:{PORT}/services/cat
alog/query)

Default
Value

false

true

Default
Value

false

Default
Value

DDF-0S

${org.codic
e.ddf.syste
m.protocol
}${org.codi
ce.ddf.syst
em.hostna
me}:${org.
codice.ddf.
system.por
t}${org.cod
ice.ddf.syst
em.rootCo
ntext}/catal
og/query

Required

true

false

true

Required

true

Required

true

true



Name

Authentica
tion Type

Username

Password

OAuth
Discovery
Url

OAuth
Client ID

OAuth
Client
Secret

OAuth
Flow

OpenSearc
h query
parameter
S

Id

authentica
tionType

username

password

oauthDisco
veryUrl

oauthClien
tId

oauthClien
tSecret

oauthFlow

parameters

Type

String

String

Password

String

String

String

String

String

Description

Authentication type to use when
federating.

Username to use with HTTP Basic
Authentication. Required if basic
authentication type is selected.

Password to use with HTTP Basic
Authentication. Required if basic
authentication type is selected.

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Client ID registered with the OAuth
provider. Required if OAuth 2.0
authentication type is selected.

Client Secret registered with the
OAuth provider. Required if OAuth
2.0 authentication type is selected.

The OAuth flow to use when
federating. Required if OAuth 2.0
authentication type is selected.

Query parameters to use with the
OpenSearch connection.

Default
Value

saml

https://loca
Ihost:8443/
auth/
realms/
master/
well-
known/
openid-
configurati
on

ddf-client

secret

code

d,src,mr,st
art,count,
mt,dn,lat,]o
n,radius,bb
ox,geometr
y,polygon,
dtstart,dte
nd,dateNa
me,filter,so
rt

Required

true

false

false

false

false

false

false

true
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Name Id Type
Always localQuery Boolean
perform  Only
local query
Convertto shouldCon Boolean
BBox vertToBBo
X
Multi numMulti Integer
Point- PointRadiu
Radius sVertices
polygon
approxima
tion
vertices
Point distanceTo Integer
radius lerance
polygon
simplificati
on distance
tolerance

Disable CN disableCnC Boolean
Check heck

Connection connection Integer

Timeout Timeout
Receive receiveTim Integer
Timeout eout

Entry XML markUpSet String
Element

Table 30. Status Source Poller Runner
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Default
Value

Description

When federating with other DDFs,
keep this checked. If checked, this
source performs a local query on
the remote site (by setting src=local
in endpoint URL), as opposed to an
enterprise search.

true

Converts Polygon and Point-Radius true
searches to a Bounding Box for
compatibility with older interfaces.
Generated bounding box is a very

rough representation of the input

geometry.

When performing a multi point- 32
radius search, increase this value

for more accurate polygon
approximation. Minimum value is

4, maximum value is 32.

The maximum distance (in meters) 1
from the original vertices a reduced
vertex may lie on a simplified

circular polygon.

Disable CN check for the server false
certificate. This should only be used

when testing.

Amount of time to attempt to 30000

establish a connection before timing
out, in milliseconds.

Amount of time to wait for a 60000
response before timing out, in

milliseconds.

XML Element from the Response
Entry to transform into a Metacard.

Required

true

true

true

true

true

true

true

false



Name Id Type

Poll polllnterv Integer
Interval alMinutes
(minutes)

Table 31. Resource Download Settings

Description

The interval (in minutes) at which 1
to recheck the availability of all

sources. Must be at least 1 minute.

WARNING

There is a

maximum
delay of
2*pollInterval

Minutes for the
Source Poller
to be updated
after the
availability of a
source changes
or a source is
created/modifi
ed/deleted.
Currently the
Standard
Catalog
Framework
and the Catalog
REST Endpoint
use the Source
Poller to get
source
availabilities.

The
pollIntervalMi

nutes  should
not be set to
value a which
results in an
unacceptable
maximum
delay.

Required

true

25


developing.pdf#_standard_catalog_framework
developing.pdf#_standard_catalog_framework
developing.pdf#_standard_catalog_framework
documentation.pdf#_catalog_rest_endpoint
documentation.pdf#_catalog_rest_endpoint

Name

Product
Cache
Directory

Enable
Product
Caching

Delay (in
seconds)
between
product
retrieval
retry
attempts

Max
product
retrieval
retry
attempts

Product
Retrieval
Monitor
Period

Always
Cache
Product

Property

productCac
heDirector

y

cacheEnabl
ed

delayBetwe
enRetryAtt
empts

maxRetryAt
tempts

retrievalM
onitorPeri
od

cacheWhenC
anceled

Type

String

Boolean

Integer

Integer

Integer

Boolean

Default
Value

Description

Directory where retrieved products
are cached for faster, future
retrieval. If a directory path is
specified with directories that do
not exist, Product Download feature
attempts to create those directories.
Without configuration, the product
cache directory is
<ALLIANCE_HOME>/data/product-
cache. If a relative path is provided
it must be relative to the
<ALLIANCE_HOME>. It is
recommended to enter an absolute
directory path such as /opt/product-
cache in Linux or C:\product-cache
in Windows.

Check to enable caching of retrieved true
products.

The time to wait (in seconds) 10
between attempting to retry
retrieving a product.

The maximum number of attempts 3
to retry retrieving a product.

How many seconds to wait and not 5
receive product data before retrying
to retrieve a product.

Check to enable caching of retrieved false
products even if client cancels the
download. Note: this has no effect if
product caching is disabled.

Table 32. Content File System Storage Provider
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Required

false

false

false

false

false

false



Name

Content
Repository
File Path

Id Type

baseConten String
tDirectory

Default
Value

Description Required

<ALLIANC true
E_HOME>/
data/conte
nt/store

Specifies the directory to use for the
content repository. A shutdown of
the server is necessary for this
property to take effect. If a filepath
is provided with directories that
don’t exist, File System Provider
attempts to create them.

Table 33. Catalog Content Directory Monitor

Name

Directory
Path

Maximum
Concurrent
Files

ReadLock
Time
Interval

Id Type

monitoredD String
irectoryPa
th

numThreads Integer

readlockIn Integer
tervalMill
iseconds

Default
Value

Description Required

"Specifies the directory to be false true
monitored, can be a filesystem path
or webdav address (only supported

for Monitor in place)"

Specifies the maximum number of 1 true
concurrent files to be processed

within a directory (maximum of 8).

If this number exceeds 8, 8 is used

in order to preserve system

resources. Make sure that your

system has enough memory to

support the number of concurrent

processing threads across all

directory monitors.

Specifies the time to wait (in 100 true
milliseconds) before acquiring a

lock on a file in the monitored

directory. This interval is used for

sleeping between attempts to

acquire the read lock on a file to be

ingested. The default value of 100

milliseconds is recommended.
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Name Id Type Description Default Required
Value

Processing processing String Choose what happens to the content in_place false

Mechanis Mechanism item after it is ingested. Delete

m removes the original file after
storing it in the content store. Move
stores the item in the content store,
and a copy under ./ingested, then
removes the original file. (NOTE:
this doubles the amount of disk
space used.) Monitor in place
indexes the file and serves it from
its original location. If in place is
used, then the URLResourceReader
root resource directories
configuration must be updated to
allow downloading from the
monitored directory (See URL
Resource Reader).

Attribute  attribute0 String Optional: Metacard attribute null false

Overrides Verrides overrides (Key-Value pairs) that can
be set on the content monitor. If an
attribute is specified here, it
overwrites the metacard’s attribute
that was created from the content
directory. The format should be
'key=value'. The maximum allowed
size of an attribute override is
65,535 bytes. All attributes in the
catalog taxonomy tables are
injected into all metacards by
default and can be overridden.

1.3. Platform Application Reference

The Platform application is considered to be a core application of the distribution. The Platform
application provides the fundamental building blocks that the distribution needs to run. These
building blocks include subsets of:

e Karaf &
e CXF &

e Camel &

A Command Scheduler is also included as part of the Platform application to allow users to
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schedule Command Line Shell Commands.

1.3.1. Platform Application Prerequisites

None.

1.3.2. Installing Platform
Install the Platform application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the platform-app feature.

1.3.3. Configuring the Platform Application
To configure the Platform Application:

1. Navigate to the Admin Console.
2. Select the Platform application.

3. Select the Configuration tab.

Table 34. Platform Available Configurations
Name Property

Platform Command Scheduler  ddf.platform.scheduler.Comma

nd

Logging Service org.codice.ddf.platform.logging.
LoggingService

HTTP Response Security org.codice.ddf.security.response

filter.ResponseHeaderConfig

Email Service org.codice.ddf.platform.email.i
mpl.SmtpClientImpl

MIME Custom Types DDF_Custom_Mime_Type_Resol
ver

Landing Page org.codice.ddf.distribution.landi

ngpage.properties

Platform UI ddf.platform.ui.config

Table 35. Platform Command Scheduler

Description

Platform Command Scheduler.
Logging Service configurations.
HTTP Response Security
response configurations.

Email Service configurations.
DDF Custom Mime Types.
Starting page for users to

interact with Alliance.

Platform UI configurations.
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Name

Command

Interval

Interval
Type

Property

command

intervalSt
ring

intervalTy
pe

Table 36. Logging Service

Name

Max Log
Events

Id

maxLogEven
ts

Type

String

String

String

Type

Integer

Table 37. HTTP Response Security

Name

Content
Security
Policy

X-Frame-
Options

X-XSS-
Protection

Id

xContentSe
curityPoli

cy
xFrameOpti

ons

xXssProtec
tion

Table 38. Email Service
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Type

String

String

String

Description Default
Value

Shell command to be used within

the container. For example, log:set

DEBUG">

The Interval String for each

execution. Based on the Interval

Type, this can be either a Cron

String or a Second Interval. (e.x.'0 0

01/1*?* or'12")

Interval Type cronString

Description Default
Value

The maximum number of log events 500
stored for display in the Admin

Console. This must be greater than 0

and must not exceed 5000.

Default
Value

Description

Instructions for the client browser
detailing which location and/or
which type of resources may be
loaded.

The X-Frame-Options HTTP
response header can be used to
indicate whether or not a browser
may render a page in a frame,
iframe or object.

The HTTP X-XSS-Protection
response header is a feature that
stops pages from loading when they
detect reflected cross-site scripting
(XSS) attacks.

Required

true

true

true

Required

true

Required

true

true

true



Name

Host

Port

Property

hostName

portNumber

User Name userName

Password

password

Type

String

Integer

String

Password

Table 39. MIME Custom Types

Name

Resolver
Name

Priority
File
Extensions
to Mime
Types

Id

name

priority

customMime
Types

Table 40. Landing Page

Name

Descriptio
n

Phone
Number

Email
Address

Id

descriptio
n

phone

email

Type

String

Integer

String

Type

String

String

String

Description Default
Value

Mail server hostname (must be

resolvable by DNS) or IP address.

Mail server port number. 25

Mail server user name used only for

authenticated connections over TLS.

Mail server password used only for

authenticated connections over TLS.

Description Default
Value

null DDF
Custom
Resolver

null 10

List of key/value pairs where key is null

the file extension and value is the

mime type, for example,

nitf=image/nitf

Description Default
Value

Specifies the description to display As a

on the landing page. common
data layer,
Alliance
provides
secure
enterprise-
wide data
access for
both users
and
systems.

Specifies the phone number to
display on the landing page.

Specifies the email address to
display on the landing page.

Required

Yes

Yes

No

No

Required

false

true

true

Required

true

true

true
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Name

External
Web Site

Announce
ments

Branding
Backgroun
d

Branding
Foregroun
d

Branding
Logo

Additional
Links

Id

externalUr
1

announceme
nts

background

foreground

logo

links

Type

String

String

String

String

String

String

Table 41. Platform UI Configuration

Name

Enable
System
Usage
Message

System
Usage
Message
Title

System
Usage
Message

Show
System
Usage
Message
once per
session

Header
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Id

systemUsag
eEnabled

systemUsag
eTitle

systemUsag
eMessage

systemUsag
eOncePerSe
ssion

header

Type

Boolean

String

String

Boolean

String

Default
Value

Description

Specifies the external web site URL
to display on the landing page.

Announcements to display on the  null

landing page.

Specifies the landing page
background color. Use html css
colors or #rrgghb.

Specifies the landing page
foreground color. Use html css
colors or #rrgghb.

Specifies the landing page logo. Use
a base64 encoded image.

Additional links to be displayed on
the landing page. Use the format
<text>,<link> (such as
example,http://www.example.com).
Empty entries are ignored.

Default
Value

Description

Turns on a system usage message, false
which is shown when the Search

Application is opened.

A title for the system usage Message
when the application is opened.

A system usage message to be
displayed to the user each time the
user opens the application.

With this selected, the system usage true
message is shown once for each

browser session. Uncheck this to

have the usage message appear

every time the search window is

opened or refreshed.

Specifies the header text to be
rendered on all pages.

Required

true

true

true

true

true

yes

Required

true

false

false

true

false



Name Id Type Description Default Required

Value
Footer footer String Specifies the footer text to be false
rendered on all pages.
Text Color color String Specifies the Text Color of the false
Header and Footer. Use html css
colors or #rrggbb.
Backgroun background String Specifies the Background Color of false
d Color the Header and Footer. Use html css
colors or #rrggbb.
Session timeout Integer Specifies the length of inactivity (in 15 true

Timeout minutes) that causes a user to be
logged out automatically. This value
must be 2 minutes or greater, as
users are warned when only 1
minute remains. If a value of less
than 2 minutes is used, the timeout
is set to the default time of 15
minutes.

1.4. Security Application Reference

The Security application provides authentication, authorization, and auditing services for
the Alliance. These services comprise both a framework that developers and integrators can extend
as well as a reference implementation that meets security requirements.

This section documents the installation, maintenance, and support of this application.

Features Included in Security

* Security Core
* Security Encryption
 Security PEP
 Security PDP
1.4.1. Security Prerequisites

To use the Security application, the following applications/features must be installed:

e Platform

1.4.2. Installing Security

Install the Security application through the Admin Console.
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1. Navigate to the Admin Console.

2. Select the System tab.

3. Select the Features tab.

4. Install the security-app feature.

1.4.3. Configuring the Security Application

To configure the Security Application:

1. Navigate to the Admin Console.

2. Select the Security application.

3. Select the Configuration tab.

Table 42. Security Available Configurations

Name

SAML NamelD Policy
Security STS LDAP and Roles
Claims Handler

Session

File Based Claims Handler
Guest Claims Configuration

Security STS Server

IdP Client

Logout Page

Security AuthZ Realm

Web Context Policy Manager

SAML Handler

Security STS Client

Security STS PKI Token

Validator
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Property

ddf.security.service.SecurityMa
nager

Claims_Handler_Manager

org.codice.ddf.security.filter.log
in.Session

org.codice.ddf.security.sts.claim
s.property.PropertyFileClaimsH
andler

ddf.security.guest.realm
ddf.security.sts

org.codice.ddf.security.idp.clien
t.IdpMetadata

org.codice.ddf.security.idp.clien
t.LogoutRequestService

ddf.security.pdp.realm.AuthzRe
alm

org.codice.ddf.security.policy.co
ntext.impl.PolicyManager

org.codice.ddf.security.idp.clien
t.IdpHandler

ddf.security.sts.client.configurat
ion
org.codice.ddf.security.validato
r.pki

Description

SAML NamelD Policy.

STS Ldap and Roles Claims
Handler Configuration.
Session configurations.

File Based Claims Handler.
Guest Claims configurations.

STS configurations.

IdP Client configurations.

Logout Page configurations.

AuthZ Security configurations.

Web Context Security Policies.

IdP Handler configurations.

STS Client configurations.

STS PKI Token Validator
configurations.



Name

Property

Description

Security SOAP Guest Interceptor org.codice.ddf.security.intercept Security SOAP Guest

OIDC Handler

Table 43. SAML NamelD Policy

Name

SAML
NamelD
Policy

Id Type

or.GuestInterceptor

Interceptor.

org.codice.ddf.security.handler. OIDC Handler configurations.

oidc.OidcHandler

Description

Default

Required

usernameAt String
tributelis

List of attributes that are
considered for replacing the
username of the logged in user. If
any of these attributes match any of
the attributes within the
SecurityAssertion, the value of the
first matching attribute is used as
the username. (Does not apply

Value

http://sche true
mas.xmlso
ap.org/ws/
2005/05/
identity/

claims/
nameident

ifier, uid

when NameIDFormat is of the

following: X509, persistent,

kerberos or unspecified, and the

username is not empty).

Table 44. Security STS LDAP and Roles Claims Handler

Name

LDAP URL

StartTLS

LDAP Bind
User DN

LDAP Bind
User
Password

Property Type
url String
startTls Boolean

ldapBindUser String
Dn

password

Password

Description

true

Determines whether or not

to use StartTLS when

connecting via the ldap

protocol. This setting is
ignored if the URL uses
ldaps.

DN of the user to bind with

LDAP. This user should

have the ability to verify

passwords and read
attributes for any user.

Default
Value

ldaps://${or
g.codice.ddf
.system.host
name}:1636

false

cn=admin

Password used to bind user secret

with LDAP.

Required

LDAP or
LDAPS
server and
port

true

true

true
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http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier

Name Property Type

LDAP Group membershipUs String
User erAttribute
Membership

Attribute

LDAP User  loginUserAtt String
Login ribute
Attribute

LDAP Base  userBaseDn  String
User DN

Override overrideCert Boolean
User Dn

Certificate

DN

LDAP Group objectClass = String
ObjectClass

LDAP memberNameAt String
Membership tribute
Attribute

LDAP Base  groupBaseDn  String
Group DN

Attribute propertyFile String
Map File Location

Table 45. Session
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Description

Attribute used as the
membership attribute for
the user in the group.
Usually this is uid, cn, or
something similar.

Attribute used as the login
username. Usually this is
uid, cn, or something
similar.

Full LDAP path to where
users can be found.

When checked, this setting
ignores the DN of a user
and instead uses the LDAP
Base User DN value.

ObjectClass that defines
structure for group
membership in LDAP.
Usually this is
groupOfNames or
groupOfUniqueNames.

Attribute used to designate
the user’s name as a
member of the group in
LDAP. Usually this is
member or
uniqueMember.

Full LDAP path to where
groups can be found.

Location of the file which
contains user attribute
maps to use.

Default
Value

uid

uid

ou=users\,dc
=example\,dc
=com

false

groupOfNames

member

ou=groups\,d
c=example\,d
c=com

<INSTALL_HOM
E>/etc/ws-
security/att
ributeMap.pr
operties

Required

true

true

true

true

true

true

true

true



Name

Session
Timeout
(in
minutes)

Table 46. File Based Claims Handler

Name

Role Claim
Type

ID Claim
Type

User Role
File

User
Attribute
File

Table 47. Guest Claims Configuration

Id Type

expiration Integer
Time

Id Type

roleClaimT String
ype

idClaimTyp String
e

propertyFi
lelLocation

String

usersAttri
butesFilel
ocation

String

Description Default Required
Value

Specifies the length of inactivity (in 31 true

minutes) between client requests

before the servlet container

invalidates the session (this applies

to all client sessions). This value

must be 2 minutes or greater, as

users are warned when only 1

minute remains. If a value of less

than 2 minutes is used, the timeout

is set to the default time of 31

minutes.

See also Platform UI Config.

Description Default Required
Value

Role claim URI. http://sche true
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/role

ID claim URI. http://sche true
mas.xmlso
ap.org/ws/
2005/05/
identity/

claims/
nameident

ifier

Location of the file which maps
roles to users.

etc/users.p true
roperties

Location of the file which maps
attributes to users.

etc/users.at true
tributes
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http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier

Name

Attributes

Id Type

attributes String

Table 48. Security STS Server

Name

SAML
Assertion
Lifetime

Token
Issuer

Signature
Username

Encryption
Username
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Id Type
lifetime  Long
issuer String

signaturel String
sername

encryption String
Username

Description

The attributes to be returned for
any Guest user.

Description

Set the number of seconds that an
issued SAML assertion is valid.

The name of the server issuing
tokens. Generally this is unique
identifier of this IdP.

Alias of the private key in the STS
Server’s keystore used to sign
messages.

Alias of the private key in the STS
Server’s keystore used to encrypt
messages.

Default
Value

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
nameident
ifier=guest,
http://
schemas.x
mlsoap.org
/ws/2005/
05/identity/
claims/
role=guest

Default
Value

1800

https://${or
g.codice.dd
f.system.ho
stname}:${
org.codice.
ddf.system.
httpsPort}$
{org.codice
.ddf.system
.-rootConte
xt}/idp/
login

${org.codic
e.ddf.syste
m.hostnam
e}
${org.codic
e.ddf.syste
m.hostnam

e}

Required

true

Required

true

true

true

true


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier=guest,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role=guest
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}${org.codice.ddf.system.rootContext}/idp/login

Table 49. IdP Client

Name Id Type
IdP metadata String
Metadata

Perform userAgentChe Boolean
User-Agent K

Check

Table 50. Logout Page

Name Id

Type

Logout Page logOutPageTi Long
Time Out meQut

Table 51. Security AuthZ Realm

Name Id Type
Match-All  matchAllMa  String
Mappings PP1N95
Match-One matchOneMa  String
Mappings PP1N9>

Description

Refer to metadata by HTTPS URL
(https:/)), file URL (file:), or an XML
block(<md:EntityDescriptor>...
</md:EntityDescriptor>).

If selected, this allows clients that do not
support ECP and are not browsers to fall
back to PKI, BASIC, and potentially
GUEST authentication, if enabled.

Description

Default
Value

https://${org.
codice.ddf.sy
stem.hostna
me}:${org.co
dice.ddf.syst
em.httpsPort
}/services/
idp/login/
metadata

true

Default
Value

This is the time limit that the SAML client 3600000

waits for a user to click log out on the
logout page. Any requests that take
longer than this time for the user to
submit are rejected."/>

Default
Value

Description

List of 'Match-All' subject attribute
to Metacard attribute mapping. All
values of this metacard key must be
present in the corresponding
subject key values. Format is
subjectAttrName=metacardAttrNam
e.

List of 'Match-One' subject attribute
to Metacard attribute mapping. One
value of this metacard key must be
present in the corresponding
subject key values. Format is
subjectAttrName=metacardAttrNam
e.

Required

false

false
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https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata
https://${org.codice.ddf.system.hostname}:${org.codice.ddf.system.httpsPort}/services/idp/login/metadata

Name

Id

Type

Environme environmen String

nt
Attributes

Table 52. Web Context Policy Manager

Name

Context
Traversal
Depth

Allow
Guest
Access

Allow
Session
Storage

tAttribute

Id

traversalD
epth

guestAcces
S

sessionAcc
ess

Authentica webAuthent

tion Types
for Web
Pages

PKI

40

icationTyp
es

BASIC

Type

Integer

Boolean

Boolean

String

true

Description Default
Value

List of environment attributes to
pass to the XACML engine. Format is
attributeld=attributeValuel,attribut
eValue2.

Description Default
Value

Depth to which paths are traversed. 20
Any value greater than 500 is set to
500.

Allow guest access to all web true
contexts. Required attributes can be

used to restrict access to contexts

from guest users.

Allow for session cookies to be used. true
Note that the SAML and OIDC
authentication types require session
storage to be enabled.

List of authentication types AUTH2
required for all web pages (these

are all context paths except

/services). List of valid

authentication types are: BASIC,

PKI, SAML, and OIDC. Example:

Required

false

Required

true

true

true

AUTH3

AUTH1

Authentication Types for Endpoints endpointA String
uthenticati
onTypes



Name Id Type

List of AUTH2 AUTH3
authenticat
ion types
required
for all
endpoints
(these are
context
paths that
start with
/services).
List of
valid
authenticat
ion types
are: BASIC,
PKI, SAML,
and OIDC.
Example:
AUTH1

Description

PKI

Default
Value

BASIC

Required

true

41



Name

Required
Attributes

42

Id Type

requiredAt String
tributes

Description

List of attributes required for each

Web Context. Example:

/context={role=rolel;type=typel}

Default
Value

Required

/=,Jadmin={ true
http://sche
mas.xmlso
ap.org/ws/2
005/05/ide
ntity/claim
s/role=syst
em-
admin},/sy
stem={http
://schemas.
xmlsoap.or
g/ws/2005/
05/identity/
claims/role
=system-
admin},/se
curity-
config={htt
p://schema
s.xmlsoap.
org/ws/200
5/05/identit
y/claims/ro
le=system-
admin}



Name Id Type
White whitelistC String
Listed ontexts

Contexts

Table 53. SAML Handler

Description

List of contexts that do not use
security. Note that sub-contexts to
ones listed here also skip security,
unless authentication types are
provided for it. For example: if /foo
is listed here, then /foo/bar also does
not require any sort of
authentication. However, if /foo is
listed and /foo/bar has
authentication types provided in the
'Authentication Types' field, then
that more specific policy is used.

Default
Value

${org.codic
e.ddf.syste
m.rootCont
ext}/Securi
tyTokenSer
vice,${org.
codice.ddf.
system.roo
tContext}/i
nternal/me
trics,/proxy
,${org.codi
ce.ddf.syst
em.rootCo
ntext}/saml
,${org.codi
ce.ddf.syst
em.rootCo
ntext}/idp,/
idp,${org.c
odice.ddf.s
ystem.root
Context}/pl
atform/con
fig/ui,/logo
ut

Required

true
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Name Id Type

Authenticati authContextC String
on Context  L355€S
Class

Table 54. Security STS Client

Name Id Type
SAML assertionT  String
Assertion  YP®

Type

44

Description

Authentication Context Classes that are
considered acceptable means of
authentication by the SAML handler.

Description

The version of SAML to use. Most
services require SAML v2.0.
Changing this value from the
default could cause services to stop

responding.

Default
Value

http://docs.

oasis-
open.org/
wss/oasis-
wss-saml-
token-

Default
Value

urn:oasis:na
mes:tc:SAML
:2.0:ac:classe
s:Password,u
rn:oasis:nam
es:tc:SAML:2.
0:ac:classes:
PasswordPro
tectedTransp
ort,urn:oasis
‘names:tc:SA
ML:2.0:ac:cla
sses:X509,ur
n:oasis:name
s:tc:SAML:2.
0:ac:classes:S
martcardPKI
,urn:oasis:na
mes:tc:SAML
:2.0:ac:classe
s:SoftwareP
KI,urn:oasis:
names:tc:SA
ML:2.0:ac:cla
sses:SPKI,ur
n:oasis:name
s:tc:SAML:2.
0:ac:classes:
TLSClient

Required

true

profile-1.1#

SAMLV2.0


http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0
http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0

Name

SAML Key
Type

SAML Key
Size

Use Key

STS WSDL
Address

STS
Endpoint
Name

Id

keyType

keySize

useKey

address

Type

String

String

Boolean

String

endpointNa String

me

Description

The key type to use with SAML.
Most services require Bearer.
Changing this value from the
default could cause services to stop

responding.

The key size to use with SAML. The
default key size is 256 and this is
fine for most applications. Changing
this value from the default could
cause services to stop responding.

Signals whether or not the STS
Client should supply a public key to
embed as the proof key. Changing
this value from the default could
cause services to stop responding.

STS WSDL Address

STS Endpoint Name.

Default
Value

http://docs.
oasis-
open.org/
WS-SX/WS-
trust/
200512/
Bearer

256

true

${org.codic
e.ddf.syste
m.protocol
}${org.codi
ce.ddf.syst
em.hostna
me}:${org.
codice.ddf.
system.por
t}${org.cod
ice.ddf.syst
em.rootCo
ntext}/Secu
rityTokenS
ervice?wsd
|

{http://docs
.0asis-
open.org/w
S-SX/Ws-
trust/20051
2/}STS_Port

Required

true

true

true

true

false
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http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer
http://docs.oasis-open.org/ws-sx/ws-trust/200512/Bearer

Name

Id

Type

STS Service serviceNam String

Name

Signature
Properties

Encryption
Properties

STS
Properties

46

e

signatureP
roperties

encryption
Properties

tokenPrope
rties

String

String

String

Description

STS Service Name.

Path to Signature crypto properties.
This path can be part of the
classpath, relative to
<ALLIANCE_HOME>, or an absolute
path on the system.

Path to Encryption crypto
properties file. This path can be part
of the classpath, relative to
<ALLIANCE_HOME>, or an absolute
path on the system.

Path to STS crypto properties file.
This path can be part of the
classpath, relative to
<ALLIANCE_HOME>, or an absolute
path on the system.

Default
Value

{http://docs
.oasis-
open.org/w
S-SX/Ws-
trust/20051
2/}Security
TokenServi
ce

etc/ws-
security/se
rver/signat
ure.proper
ties

etc/ws-
security/se
rver/encry
ption.prop
erties

etc/ws-
security/se
rver/signat
ure.proper
ties

Required

false

true

true

true



Name

Claims

Id Type

claims String

Description

List of claims that should be
requested by the STS Client.

Table 55. Security STS PKI Token Validator

Name

Realms

Do Full
Path
Validation

Id Type

realms String

pathValida Boolean
tion

Description

The realms to be validated by this

validator.

Validate the full certificate path.
Uncheck to only validate the subject

cert. (RFC5280 6.1)

Default
Value

http://sche
mas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
nameident
ifier,http://
schemas.x
mlsoap.org
/ws/2005/
05/identity/
claims/
emailaddr
ess,http://
schemas.x
mlsoap.org
/ws/2005/
05/identity/
claims/
surname,h
ttp://
schemas.x
mlsoap.org
/ws/2005/
05/identity/
claims/
givenname
http://
schemas.x
mlsoap.org
/ws/2005/
05/identity/
claims/role

Default
Value

karaf

true

Required

true

Required

true

true
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http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname,http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role

Table 56. Security SOAP Guest Interceptor

Name Id Type Description Default
Value

Deny Guest guestAcces Boolean If set to true, no guest access is false
Access sDenied allowed via this guest interceptor. If

set to false, this interceptor

generates guest tokens for incoming

requests that lack a WS-Security

header.

Table 57. OIDC Handler

Name Id Type Description

IdP Type idpType String IdP type to use.

Client ID clientId String Unique ID for the client, this may be
provided by the Identity Provider.

Realm/Tenan realm String Realm to use for a multi-tenant

t environment. This is required for
Keycloak or Azure.

Secret secret String This value must match the value set on
the Identity Provider.

Discovery  discoveryUri String Discovery URI for fetching OP metadata

URI (http://openid.net/specs/openid-connect-
discovery-1_0.html).

Base URI baseUri String Base URI for IdP. Do not fill out both this
and the Discovery URL Only one is
needed depending on the IdP in use.

Logout URI  logoutUri String URI directing to single logout service of
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the IdP in use.

Required

false

Default
Value

Keycloak
ddf-client

master

secret

http://localho
st:8080/auth/
realms/
master/.well-
known/
openid-
configuratio
n

http://localho
st:8080/auth

http://localho
st:8080/auth/
realms/
master/
protocol/
openid-
connect/
logout


http://openid.net/specs/openid-connect-discovery-1_0.html
http://openid.net/specs/openid-connect-discovery-1_0.html
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth/realms/master/.well-known/openid-configuration
http://localhost:8080/auth
http://localhost:8080/auth
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout
http://localhost:8080/auth/realms/master/protocol/openid-connect/logout

Name Id Type Description

Scope scope String OIDC scopes.

Use Nonce  useNonce Boolean Whether or not to use nonce in JWT.
Response responselype String Response type to use.

Type

Mode responseMode  String Mode. Leave blank if you are unsure of

the value to use.

1.5. Solr Application Reference

Alliance uses Solr for data storage, by default.

1.5.1. Solr Prerequisites
To use the Solr Application, the following apps/features must be installed:

e Platform

» Catalog
1.5.2. Installing Solr

Install the Solr application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the catalog-solr-app feature.
1.5.3. Configuring the Solr Application

To configure the Solr Application:

1. Navigate to the Admin Console.
2. Select the Solr application.

3. Select the Configuration tab.

Table 58. Solr Available Configurations

Default
Value

openid
profile email
resource.rea
d

true

code

form_post
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http://lucene.apache.org/solr/

Name Property Description

Solr Catalog Provider ddf.catalog.solr.provider.SolrCa Solr Catalog Provider.
talogProvider

Table 59. Solr Catalog Provider

Name Property Type Description Default Required
Value

Force Auto forceAuto( Boolean =~ WARNING: Performance Impact. false true

Commit  ommit Only in special cases should auto-

commit be forced. Forcing auto-
commit makes the search results
visible immediately.

1.6. Spatial Application Reference

The Spatial Application provides KML transformer and a KML network link endpoint that allows a
user to generate a View-based KML Query Results Network Link.

1.6.1. Offline Gazetteer Service

In the Spatial Application, the offline-gazetteer is installed by default. This feature enables you to
use an offline source of GeoNames data (as an alternative to the GeoNames Web service enabled by
the webservice-gazetteer feature) to perform searches via the gazetteer search box in the Search UL

Installing the offline-gazetteer-index feature provides a small set of GeoNames data to use with
the offline gazetteer. The GeoNames data is stored as metacards in the core catalog and are tagged
with geonames and gazetteer. This collection of GeoNames metacards can be expanded or updated
by using the gazetteer:update command.

1.6.1.1. Spatial Gazetteer Console Commands

The gazetteer commands provide the ability to interact with the local GeoNames metacard
collection in the core catalog. These GeoNames metacards are used by the offline-gazetteer
feature, which is an optional feature available in this application and is explained above. Note that
these commands are only available if the offline-gazetteer feature is installed.

Table 60. Gazetteer Command Descriptions
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Command Description

gazetteer:update  Adds new gazetteer metacards to the core catalog from a resource.
The resource argument can be one of three types:

* alocal file path to a . txt, .zip, or .geo.json GeoNames data file. If a path to
a file ends in .geo.json, it is processed as a geoJSON feature collection and
imported as supplementary shape data for GeoNames entries.

*a URL to a .txt or .zip GeoNames data file. GeoJSON URLs are not
supported.

* a keyword to automatically process a GeoNames file from from
http://download.geonames.org/export/dump. Valid keywords include

> a country code, which adds the country as GeoNames metacards in the
core catalog. The full list of country codes available can be found in
http://download.geonames.org/export/dump/countryInfo.txt.

o cities1000, cities5000, and cities15000, which adds cities to the index
that have at least 1000, 5000, or 15000 people, respectively.

> all, which downloads all of the current country codes. This process
may take some time.
The -c or --create flag can be used to clear out the existing gazetteer
metacards before adding new entries.

t_)uﬂd—suggester— Builds the Solr suggester index used for placename autocompletion when

index using the offline gazetteer. This index is built automatically whenever
gazetteer metacards are created, updated, or deleted, but if those builds fail
then this command can be used to attempt to build the index again.

1.6.2. Standalone Solr Offline Gazetteer Feature

The Standalone Solr Offline Gazetteer is a reflection of the gazetteer data stored in the catalog but
separated from other data. This allows the suggester to be separately rebuilt much quicker than for
the entire catalog collection.

1.6.2.1. Installing Standalone Solr Offline Gazetteer

The Standalone Solr Offline Gazetteer is not installed by default but can be installed by running
feature:install catalog-solr-offline-gazetteer. This installs:

* The plugin that intercepts gazetteer metacard creates/updates/deletes to the catalog collection
(and stores them in the standalone solr gazetteer collection)

* The gazetteer query service which registers the Query component that responds to requests
from the UI gazetteer search box

* The offline-solr-gazetteer:removeall command which deletes all records in the gazetteer
collection.

* The offline-solr-gazetteer:synccatalog command which syncs with the catalog and updates all
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records in the gazetteer collection to reflect it (or add them if they are not yet created)

1.6.2.2. Special Note Regarding Installation

If the Spatial Geocoding Offline Catalog bundle and the bundle using the Gazetteer query service
(for example, Intrigue) are both already running, you must restart the bundles consuming the
service (for example, Intrigue) in order to pick up the correct one.

1.6.2.3. Building the suggester index on Standalone Solr Offline Gazetteer

The suggester index is built when any of the other methods of building the catalog gazetteer are
run, along with on initial install. So you can run gazetteer:build-suggester-index or offline-solr-
gazetteer:build-suggester-index to build the suggester.

Another option is to send a build request via a solr client. An example of this is done through the
Solr Dashboard after selecting the gazetteer collection and clicking query. Ensure that the Request-
Handler (qt) is set to /suggest and then in the 'Extra Parameters' field add
suggest.build=true&suggest.dictionary=suggestPlace&suggest.q=bla.

1.6.3. Spatial Prerequisites
To use the Spatial Application, the following apps/features must be installed:

e Platform

 Catalog

1.6.4. Installing Spatial
Install the Spatial application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the spatial-app feature.

1.6.5. Configuring the Spatial Application
To configure the Spatial Application:

1. Navigate to the Admin Console.
2. Select the Spatial application.

3. Select the Configuration tab.

Table 61. Spatial Available Configurations
Name Property Description

Metacard to WES Feature Map  org.codice.ddf.spatial.ogc.wfs.ca Metacard to WFS Feature Map.
talog.mapper.MetacardMapper
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Name
Spatial KML Style Map Entry

CSW Specification Profile
Federated Source

WES 2.0.0 Connected Source
WES 2.0.0 Federated Source

CSW Federation Profile Source

WTFS 1.1.0 Federated Source
Spatial KML Endpoint

GMD CSW ISO Federated Source

CSW Transactional Profile
Federated Source

GeoCoder Plugin

Property
org.codice.ddf.spatial. kml.style

Csw_Federated_Source

Wifs_v2_0_0_Connected_Source
Wifs_v2_0_0_Federated_Source

Csw_Federation_Profile Source

Wifs vl 1 0 Federated_Source

org.codice.ddf.spatial. kml.endp
oint. KmlEndpoint

Gmd_Csw_Federated_Source

Csw_Transactional Federated_S
ource

Description
Spatial KML Style Map Entry.

CSW Specification Profile
Federated Source should be
used when federating to an
external CSW service.

WFES 2.0.0 Connected Source.
WES 2.0.0 Federated Source.

Alliance’s full-fidelity CSW
Federation Profile. Use this
when federating to a DDF-based
system.

WEFS 1.1.0 Federated Source.
Spatial KML Endpoint.

CSW Federated Source using the
Geographic MetaData (GMD)
format (ISO 19115:2003).

CSW Federated Source that
supports transactions (create,
update, delete).

org.codice.ddf.spatial.geocoding GeoCoder Plugin.

.plugin.GeoCoderPlugin

Table 62. Metacard to WFS Feature Map

Name Id

Type

featureTyp String
e

Feature
Type
Metacard
Title to
WES
Feature
Property
Mapping

titleMappi
ng

String

Metacard
Created
Date to
WES
Feature
Property
Mapping

createdDat String
eMapping

Description

Feature Type. Format is {URI}local-

name

Metacard Title to WFS Feature

Property Mapping

Metacard Created Date to WFS

Feature Property Mapping

Default Required
Value

true

false

false
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Name

Metacard
Modified
Date to
WES
Feature
Property
Mapping

Metacard
Effective
Date to
WES
Feature
Property
Mapping

Metacard
Expiration
Date to
WES
Feature
Property
Mapping

Metacard
Resource
URI to WES
Feature
Property
Mapping

Metacard
Resource
Size to
WES
Feature
Property
Mapping

54

Id

modifiedDa
teMapping

effectiveD
ateMapping

expiration
DateMappin
g

resourcelr
iMapping

resourceSi
zeMapping

Type

String

String

String

String

String

Description

Metacard Modified Date to WFS
Feature Property Mapping

Metacard Effective Date to WFS
Feature Property Mapping

Metacard Expiration Date to WFS
Feature Property Mapping

Metacard Resource URI to WFS
Feature Property Mapping

Metacard Resource Size to WFS
Feature Property Mapping

Default
Value

Required

false

false

false

false

false



Name

The Units
of the
Feature
Property
that

correspond

s to the
Metacard
Resource
Size

Metacard
Thumbnail
to WFS
Feature
Property
Mapping

Metacard
Geography
to WES
Feature
Property
Mapping

Temporal
Sort By
Feature
Property

Relevance
Sort By
Feature
Property

Distance
Sort By
Feature
Property

Table 63. Spatial KML Style Map Entry

Name

Attribute
Name

Id Type

datalnit String

thumbnailM
apping

String

geographyM
apping

String

sortByTemp
oralFeatur
eProperty

String

sortByRele
vanceFeatu
reProperty

String

sortByDist
ancefFeatur
eProperty

String

Id Type

attributeN String
ame

Default
Value

Description

The Units of the Feature Property B
that corresponds to the Metacard
Resource Size

Metacard Thumbnail to WFS
Feature Property Mapping

Metacard Geography to WFS
Feature Property Mapping

When Sorting Temporally, Sort By
This Feature Property.

When Sorting By Relevance, Sort By
This Feature Property.

When Sorting By Distance, Sort By
This Feature Property.

Default
Value

Description

The name of the Metacard Attribute null
to match against. For example, title,
metadata-content-type, etc

Required

true

false

false

false

false

false

Required

true
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Name Id Type Description

Attribute  attributeV String The value of the Metacard Attribute.
Value alue

Style URL  styleUrl  String The full qualified URL to the KML

Style, for example,
http://example.com/styles#myStyle

Table 64. CSW Specification Profile Federated Source

Name Id Type Description
Source ID id String The unique name of the Source
CSW URL  cswlrl String URL to the endpoint implementing

the Catalogue Service for Web
(CSW) spec
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Default
Value

null

null

Default
Value

null

${org.codic
e.ddf.exter
nal.protoco
1}${org.cod
ice.ddf.exte
rnal.hostna
me}:${org.
codice.ddf.
external.po
rt}${org.co
dice.ddf.ex
ternal.cont
ext}${org.c
odice.ddf.s
ystem.root
Context}/cs
w

Required

true

true

Required

true

true



Name

Event
Service
Address

Register
for Events

Authentica
tion Type

Username

Password

OAuth
Discovery
Url

OAuth
Client ID

Id

eventServi
ceAddress

registerFo
rEvents

authentica
tionType

username

password

oauthDisco
veryUrl

oauthClien
tId

Type

String

Boolean

String

String

Password

String

String

Description

DDF Event Service endpoint.

Check to register for events from
this source.

Authentication type to use when
federating.

Username for CSW Service.
Required if basic authentication
type is selected.

Password for CSW Service. Required
if basic authentication type is
selected.

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Client ID registered with the OAuth
provider. Required if OAuth 2.0
authentication type is selected.

Default
Value

${org.codic
e.ddf.exter
nal.protoco
1}${org.cod
ice.ddf.exte
rnal.hostna
me}:${org.
codice.ddf.
external.po
rt}${org.co
dice.ddf.ex
ternal.cont
ext}${org.c
odice.ddf.s
ystem.root
Context}/cs
w/subscrip
tion

false

saml

null

null

https://loca
Ihost:8443/
auth/
realms/
master/
well-
known/
openid-
configurati
on

ddf-client

Required

false

false

true

false

false

false

false
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https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration
https://localhost:8443/auth/realms/master/.well-known/openid-configuration

Name

OAuth
Client
Secret

OAuth
Flow

Disable CN
Check

Coordinate
Order

Use posList
in

LinearRing

Metacard
Mappings

Poll
Interval

Connection
Timeout

Receive
Timeout
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Id

oauthClien
tSecret

oauthFlow

disableCnC
heck

coordinate
Order

usePosList

metacardMa
ppings

pollInterv
al

connection
Timeout

Type

String

String

Boolean

String

Boolean

String

Integer

Integer

receiveTim Integer

eout

Description

Client Secret registered with the
OAuth provider. Required if OAuth
2.0 authentication type is selected.

The OAuth flow to use when
federating. Required if OAuth 2.0
authentication type is selected.

Disable CN check for the server
certificate. This should only be used
when testing.

Coordinate order that remote
source expects and returns spatial
data in

Use a <posList> element rather than
a series of <pos> elements when
issuing geospatial queries
containing a LinearRing

Mapping of the Metacard Attribute
names to their CSW property
names. The format should be
'title=dc:title'.

Poll Interval to Check if the Source
is available (in minutes - minimum
1).

Amount of time to attempt to

establish a connection before timing

out,in milliseconds.

Amount of time to wait for a
response before timing out,in
milliseconds.

Default
Value

secret

code

false

LON_LAT

false

effective=c
reated,crea
ted=dateSu
bmitted,m
odified=mo
dified,thu
mbnail=ref
erences,co
ntent-
type=type,i
d=identifie
r,resource-
uri=source

5

30000

60000

Required

false

false

true

true

false

false

true

true

true



Name

Output
Schema

Query

Type Name

Query
Type

Namespace

Force CQL
Text as the
Query
Language
Forced
Spatial
Filter Type

Security
Attributes

Table 65. WFS 2.0.0 Connected Source

Name

Source ID

WES URL

Disable CN
Check

Force
Longitude/
Latitude
coordinate
order

Id

outputSche
ma

queryTypeN
ame

queryTypeN
amespace

isCqlForce
d

forceSpati
alFilter

securityAt
tributeStr
ings

Id
id

wfsUrl

disableCnC
heck

isLonLatOr
der

Type

String

String

String

Boolean

String

String

Type

String

String

Boolean

Boolean

Description

Output Schema

Qualified Name for the Query Type
used in the CSW GetRecords request

Namespace for the Query Type used
in the CSW GetRecords request

Force CQL Text

Force only the selected Spatial Filter
Type as the only available Spatial
Filter.

Security attributes for this source

Description

The unique name of the Source

URL to the endpoint implementing
the Web Feature Service (WFS) 2.0.0
spec

Disable CN check for the server
certificate. This should only be used
when testing.

Force Longitude/Latitude
coordinate order

Default
Value

http://www
.opengis.ne
t/cat/csw/
2.0.2

csw:Record

http://www
.opengis.ne
t/cat/csw/
2.0.2

false

NO_FILTER

null

Default
Value

WES

null

false

false

Required

true

true

true

true

false

true

Required

true

true

true

true
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Name

Disable
Sorting

Authentica
tion Type

Username

Password

Non
Queryable
Properties

Poll
Interval

Forced
Spatial
Filter Type

Connection
Timeout

Receive
Timeout

Id

disableSor
ting

authentica
tionType

username

password

nonQueryab
leProperti
es

pollInterv
al

forceSpati
alFilter

connection
Timeout

receiveTim
eout

Type

Boolean

String

String

Password

String

Integer

String

Integer

Integer

Table 66. WFS 2.0.0 Federated Source

Name

Source ID

60

Id

id

Type

String

Description Default
Value

When selected, the system does not false
specify sort criteria with the query.

This should only be used if the

remote source is unable to handle

sorting even when the capabilities

states 'ImplementsSorting' is

supported.

The Discovery URL where the saml
metadata of the OAuth Provider
protecting the source is hosted.

Required if OAuth 2.0

authentication type is selected.

Username for WFS Service. null
Required if basic authentication
type is selected.

Password for WEFS Service. Required null
if basic authentication type is
selected.

Properties listed here are NOT null
queryable and any attempt to filter

on these properties results in an
exception.

Poll Interval to Check if the Source 5
is available (in minutes - minimum
1).

Force only the selected Spatial Filter NO_FILTER

Type as the only available Spatial
Filter.

Amount of time to attempt to 30000
establish a connection before timing
out, in milliseconds.

Amount of time to wait for a 60000

response before timing out, in

milliseconds.

Description Default
Value

The unique name of the Source WEFS v2 0
0

Required

true

true

false

false

false

true

false

true

true

Required

true



Name Id Type Description Default Required

Value
WFSURL  wfsUrl String URL to the endpoint implementing null true
the Web Feature Service (WFS) 2.0.0
spec
Disable CN disableCnC Boolean  Disable CN check for the server false true
Check heck certificate. This should only be used
when testing.
Coordinate coordinate String Coordinate order that remote LAT LON true
Order Order source expects and returns spatial
data in
Forced forcedFeat String Force only a specific FeatureType to null false
Feature ureType be queried instead of all
Type featureTypes
Disable disableSor Boolean When selected, the system does not false true
Sorting ting specify sort criteria with the query.
This should only be used if the
remote source is unable to handle
sorting even when the capabilities
states 'ImplementsSorting' is
supported.
Authentica authentica String The Discovery URL where the saml true
tion Type  tionType metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.
Username username String Username for the WFS Service. null false
Required if basic authentication
type is selected.
Password  password Password Password for the WEFS Service. null false
Required if basic authentication
type is selected.
Non nonQueryab  String Properties listed here are NOT null false
Queryable leProperti queryable and any attempt to filter
Properties & on these properties results in an
exception.
Poll polllnterv Integer Poll Interval to Check if the Source 5 true
Interval al is available (in minutes - minimum
1).
Forced for(;eSpati String Force only the selected Spatial Filter NO_FILTER false
Spatial alFilter Type as the only available Spatial
Filter Type Filter.
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Name Id Type

Connection connection Integer

Timeout Timeout

Receive receivelim Integer
eout

Timeout

Table 67. CSW Federation Profile Source

Name Id Type
Source ID id String
CSWURL cswlrl String

62

Description Default
Value

Amount of time to attempt to 30000

establish a connection before timing

out, in milliseconds.

Amount of time to wait for a 60000

response before timing out, in

milliseconds.

Description Default
Value

The unique name of the Source CcSw

URL to the endpoint implementing  ${org.codic

the Catalogue Service for Web e.ddf.exter

(CSW) spec nal.protoco
1}${org.cod
ice.ddf.exte
rnal.hostna
me}:${org.
codice.ddf.
external.po
rt}${org.co
dice.ddf.ex
ternal.cont
ext}${org.c
odice.ddf.s
ystem.root
Context}/cs
w

Required

true

true

Required

true

true



Name

CSW Event
Service
Address

Register
for Events

Authentica
tion Type

Username

Password

OAuth
Discovery
Url

OAuth
Client ID

Id

eventServi
ceAddress

registerFo
rEvents

authentica
tionType

username

password

oauthDisco
veryUrl

oauthClien
tId

Type

String

Boolean

String

String

String

String

String

Description

CSW Event Service endpoint.

Check to register for events from
this connected source.

Authentication type to use when
federating.

Username for CSW Service.
Required if basic authentication
type is selected.

Password for CSW Service. Required
if basic authentication type is
selected.

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Client ID registered with the OAuth
provider. Required if OAuth 2.0
authentication type is selected.

Default
Value

${org.codic
e.ddf.exter
nal.protoco
1}${org.cod
ice.ddf.exte
rnal.hostna
me}:${org.
codice.ddf.
external.po
rt}${org.co
dice.ddf.ex
ternal.cont
ext}${org.c
odice.ddf.s
ystem.root
Context}/cs
w/subscrip
tion

false

saml

null

null

https://loca
Ihost:8443/
auth/
realms/
master/
well-
known/
openid-
configurati
on

ddf-client

Required

false

false

true

false

false

false

false
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Name

OAuth
Client
Secret

OAuth
Flow

Connection

Timeout

Receive
Timeout

Id

oauthClien
tSecret

oauthFlow

connection
Timeout

Type

String

String

Integer

receiveTim Integer

eout

Table 68. WFS v1.1.0 Federated Source

Name

Source ID

WES URL

Disable CN
Check

Coordinate
Order

Forced
Feature

Type
Authentica
tion Type

Username

Password
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Id

id
wfsUrl

disableCnC
heck

coordinate
Order

forcedFeat
ureType

authentica
tionType

username

password

Type

String

String

Boolean

String

String

String

String

Password

Description

Client Secret registered with the
OAuth provider. Required if OAuth
2.0 authentication type is selected.

The OAuth flow to use when
federating. Required if OAuth 2.0
authentication type is selected.

Amount of time to attempt to

establish a connection before timing

out,in milliseconds.

Amount of time to wait for a
response before timing out,in
milliseconds.

Description

The unique name of the Source

URL to the endpoint implementing
the Web Feature Service (WFS) spec

Disable CN check for the server
certificate. This should only be used
when testing.

Coordinate order that remote
source expects and returns spatial
data in

Force only a specific FeatureType to
be queried instead of all
featureTypes

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Username for WEFS Service.
Required if basic authentication
type is selected.

Default
Value

secret

code

30000

60000

Default
Value

WES

null

false

LAT_LON

null

saml

null

Password for WFS Service. Required null

if basic authentication type is
selected.

Required

false

false

true

true

Required

true

true

true

true

false

true

false

false



Name

Non
Queryable
Properties

Poll
Interval

Forced
Spatial
Filter Type

Connection
Timeout

Receive
Timeout

SRS Name

Id

nonQueryab
leProperti
es

polllnterv
al

forceSpati
alFilter

connection
Timeout

receiveTim
eout

srsName

Type

String

Integer

String

Integer

Integer

String

Table 69. Spatial KML Endpoint

Name

Style
Document

Icons
Location

Descriptio
n

Web Site

Logo

Id

stylelrl

iconloc

descriptio
n

webSite

logo

Type

String

String

String

String

String

Description Default
Value
Properties listed here are NOT null

queryable and any attempt to filter
on these properties results in an
exception.

Poll Interval to Check if the Source 5
is available (in minutes - minimum
1).

Force only the selected Spatial Filter NO_FILTER

Type as the only available Spatial
Filter.

Amount of time to attempt to 30000
establish a connection before timing

out, in milliseconds.

Amount of time to wait for a 60000
response before timing out, in

milliseconds.

SRS Name to use in outbound
GetFeature requests. The SRS Name
parameter is used to assert the
specific CRS transformation to be
applied to the geometries of the
features returned in a response
document.

Default
Value

Description

KML Document containing custom
styling. This is served up by the
KmlEndpoint. (for example,
file:///path/to/kml/style/doc.kml)

Location of icons for the KML
endpoint

Description of this NetworkLink.
Enter a short description of what
this NetworkLink provides.

URL of the web site to be displayed
in the description.

URL to the logo to be displayed in
the description.

EPSG:4326

Required

false

true

false

true

true

false

Required

false

false

false

false

false
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Name

Visible By
Default

Max
Number of
Results

Id

Type

visibleByD Boolean

efault

maxResults Integer

Table 70. GMD CSW ISO Federated Source

Name

Source ID

CSW URL

Authentica
tion Type

Username

Password

OAuth
Discovery
Url

OAuth
Client ID

OAuth
Client
Secret

OAuth
Flow

66

Id

id

cswlrl

authentica

tionType

username

password

Type

String

String

String

String

Password

oauthDisco String

veryUrl

oauthClien String

tId

oauthClien String

tSecret

oauthFlow

String

Description Default
Value

Check if the source NetworkLinks false

should be visible by default.

The maximum number of results 100

that should be returned from each

layer.

Description Default
Value

The unique name of the Source

URL to the endpoint implementing

the Catalogue Service for Web

(CSW) spec

Authentication type to use when saml

federating.

Username for CSW Service.

Required if basic authentication

type is selected.

Password for CSW Service. Required

if basic authentication type is

selected.

The Discovery URL where the https://loca

metadata of the OAuth Provider Ihost:8443/

protecting the source is hosted. auth/

Required if OAuth 2.0 realms/

authentication type is selected. master/
well-
known/
openid-
configurati
on

Client ID registered with the OAuth ddf-client

provider. Required if OAuth 2.0

authentication type is selected.

Client Secret registered with the secret

OAuth provider. Required if OAuth

2.0 authentication type is selected.

The OAuth flow to use when code

federating. Required if OAuth 2.0
authentication type is selected.

Required

false

false

Required

true

true

true

false

false

false

false

false

false
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Name Id

Disable CN disableCnC
Check heck

Coordinate coordinate
Order Order

Use posList usePoslist
in
LinearRing

Type

Boolean

String

Boolean

Description Default
Value
Disable CN check for the server false

certificate. This should only be used
when testing.

Coordinate order expected and LON_LAT
returned by remote source

Use a <posList> element rather than false
a series of <pos> elements when

issuing geospatial queries

containing a LinearRing

Required

true

true

false
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Name

Metacard
Mappings

68

Id Type

metacardMa String
ppings

Description

Mapping of the Metacard Attribute
names to their CSW property
names. The format should be
'title=dc:title'.

Default
Value

id=apiso:1d
entifier,eff
ective=apis
o:Publicati
onDate,cre
ated=apiso:
CreationDa
te,modified
=apiso:Revi
sionDate,tit
le=apiso:Al
ternateTitl
e,AnyText=
apiso:AnyT
ext,ows:Bo
undingBox
=apiso:Bou
ndingBox,]
anguage=a
piso:Langu
age,langua
ge=apiso:R
esourceLa
nguage,dat
atype=apis
o:Type,des
cription=a
piso:Abstra
ct,contact.p
oint-of-
contact-
name=apis
0:0rganisa
tionName,t
opic.keywo
rd=apiso:S
ubject,med
ia.format=
apiso:Form
at,modified
=apiso:Mo
dified

Required

false



Name

Poll
Interval

Connection

Timeout

Receive
Timeout

Output
Schema

Query

Type Name

Query
Type

Namespace

Force CQL
Text

Forced
Spatial
Filter Type

Security
Attributes

Id

polllnterv
al

connection
Timeout

receiveTim
eout

outputSche
ma

queryTypeN
ame

queryTypeN
amespace

isCqlForce
d

forceSpati
alFilter

securityAt
tributeStr
ings

Type

Integer

Integer

Integer

String

String

String

Boolean

String

String

Description Default Required
Value

Poll Interval to Check if the Source 5 true

is available (in minutes - minimum

1).

Amount of time to attempt to 30000 true

establish a connection before timing

out, in milliseconds.

Amount of time to wait for a 60000 true

response before timing out, in
milliseconds.

Output Schema http://www true
.Asotc211.or

g/2005/gmd

Qualified Name for the Query Type gmd:MD_M true
used in the CSW GetRecords request etadata

Namespace for the Query Type used http://www true
in the CSW GetRecords request dsotc211.or
g/2005/gmd

Force CQL Text as the Query false true

Language

Force only the selected Spatial Filter NO_FILTER false

Type as the only available Spatial

Table 71. CSW Transactional Profile Federated Source

Name

Source ID

Id

id

Type

String

Filter.

Security attributes for this source true

Description Default Required
Value

The unique name of the Source true
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Name

CSW URL

Event
Service
Address

Register
for Events

70

Id

cswlrl

eventServi
ceAddress

registerfFo Boolean

rEvents

Type

String

String

Description

URL to the endpoint implementing
the Catalogue Service for Web

(CSW) spec

Event Service endpoint.

Check to register for events from

this source.

Default
Value

${variable-
name}org.c
odice.ddf.s
ystem.prot
ocol}${vari
able-
name}org.c
odice.ddf.s
ystem.host
name}:${v
ariable-
name}org.c
odice.ddf.s
ystem.port
}${variable
-name}org.
codice.ddf.
system.roo
tContext}/c
SW

${variable-
name}org.c
odice.ddf.s
ystem.prot
ocol}${vari
able-
name}org.c
odice.ddf.s
ystem.host
name}:${v
ariable-
name}org.c
odice.ddf.s
ystem.port
}${variable
-name}org.
codice.ddf.
system.roo
tContext}/c
sw/subscri
ption

false

Required

true

false

false



Name

Authentica
tion Type

Username

Password

OAuth
Discovery
Url

OAuth
Client ID

OAuth
Client
Secret

OAuth
Flow

Disable CN
Check

Coordinate
Order

Use posList
in
LinearRing

Id
authentica
tionType

username

password

oauthDisco
veryUrl

oauthClien
tId

oauthClien
tSecret

oauthFlow

disableCnC
heck

coordinate
Order

usePosList

Type

String

String

Password

String

String

String

String

Boolean

String

Boolean

Description

Authentication type to use when
federating.

Username for CSW Service.
Required if basic authentication
type is selected.

Password for CSW Service. Required

if basic authentication type is
selected.

The Discovery URL where the
metadata of the OAuth Provider
protecting the source is hosted.
Required if OAuth 2.0
authentication type is selected.

Client ID registered with the OAuth
provider. Required if OAuth 2.0
authentication type is selected.

Client Secret registered with the
OAuth provider. Required if OAuth
2.0 authentication type is selected.

The OAuth flow to use when
federating. Required if OAuth 2.0
authentication type is selected.

Disable CN check for the server
certificate. This should only be used
when testing.

Coordinate order expected and
returned by remote source

Use a <posList> element rather than
a series of <pos> elements when
issuing geospatial queries
containing a LinearRing

Default
Value

saml

https://loca
Ihost:8443/
auth/
realms/
master/
well-
known/
openid-
configurati
on

ddf-client

secret

code

false

LON_LAT

false

Required

true

false

false

false

false

false

false

true

true

false
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Name

Metacard
Mappings

Poll
Interval

Id

metacardMa
ppings

pollInterv
al

Connection connection

Timeout

Receive
Timeout

Output
Schema

Query

Type Name

Query
Type

Namespace

Force CQL
Text

Forced
Spatial
Filter Type

Security
Attributes

Table 72. GeoCoder Plugin

72

Timeout

receiveTim
eout

outputSche
ma

queryTypeN
ame

queryTypeN
amespace

isCqlForce
d

forceSpati
alFilter

securityAt
tributeStr
ings

Type

String

Integer

Integer

Integer

String

String

String

Boolean

String

String

Default
Value

Description

effective=c false
reated,crea

Mapping of the Metacard Attribute
names to their CSW property

names. The format should be ted=dateSu

'title=dc:title". bmitted,m
odified=mo
dified,thu
mbnail=ref
erences,co
ntent-
type=type,i
d=identifie
r,resource-
uri=source

Poll Interval to Check if the Source 5 true

is available (in minutes - minimum

1).

Amount of time to attempt to 30000 true

establish a connection before timing

out, in milliseconds.

Amount of time to wait for a 60000 true

response before timing out, in
milliseconds.

Output Schema urn:catalog true

:metacard

Qualified Name for the Query Type csw:Record true

used in the CSW GetRecords request

Namespace for the Query Type used http://www true

in the CSW GetRecords request .opengis.ne
t/cat/csw/
2.0.2

Force CQL Text as the Query false true

Language

Force only the selected Spatial Filter NO_FILTER false
Type as the only available Spatial
Filter.

Security attributes for this source true

Required
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Title Property Type Description Default
Value

Radius radiusInKm Integer The search radius from a Point in kilometers. 10

1.7. Search UI Application Reference

The Search UI is a user interface that enables users to search a catalog and associated sites for
content and metadata.

1.7.1. Search Ul Prerequisites
To use the Search UI application, the following applications/features must be installed:

e Platform

* Catalog

1.7.2. Installing Search Ul
Install the Search UI application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the search-ui-app feature.

1.7.3. Configuring the Search UI Application

To configure the Search UI Application:

1. Navigate to the Admin Console.
2. Select the Search UI application.

3. Select the Configuration tab.

Table 73. Search UI Available Configurations

Name Property Description

Catalog UI Search org.codice.ddf.catalog.ui Catalog UI Search.

Catalog UI Search Attribute org.codice.ddf.catalog.ui.attribu Catalog UI Search Attribute
Descriptions te.descriptions Descriptions.

Catalog UI Search Attribute org.codice.ddf.catalog.ui.attribu Catalog UI Search Attribute
Aliases te.aliases Aliases.

Catalog UI Search Metacard org.codice.ddf.catalog.ui.whiteli Catalog UI Search Metacard
Type Whitelist st Type Whitelist.
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Name
Catalog UI Search Theme

Catalog Ul Search Hidden
Attributes

Catalog UI Search Workspace
Query Monitor

Search UI Redirect

Catalog UI Search Workspace
Service

Catalog UI Search Transformer
Blacklists

Facet Attribute Whitelist

Email Notifier

Catalog UI Search Workspace
Security

Table 74. Catalog UI Search

Name Id Type
Result resultCoun Integer
Count t

Export exportResu Integer
Limit

74

Property
org.codice.ddf.catalog.ui.theme

org.codice.ddf.catalog.ui.attribu
te.hidden

org.codice.ddf.catalog.ui.query.
monitor.impl.WorkspaceQuery
Service

org.codice.ddf.ui.searchui.filter.
RedirectServlet

org.codice.ddf.catalog.ui.query.
monitor.impl.WorkspaceServic
elmpl

org.codice.ddf.catalog.ui.transfo
rmer.TransformerDescriptors

org.codice.ddf.catalog.plugin.fac
etattributeaccess.facetwhitelist

org.codice.ddf.catalog.ui.query.
monitor.email.EmailNotifier

org.codice.ddf.catalog.ui.securit
y

Description

Specifies the number of results to

request from each source.

Specifies the max number of results 1000

that can be exported.

Description
Catalog UI Search Theme.

Catalog Ul Search Hidden
Attributes.

Catalog UI Search Workspace
Query Monitor.

Search Ul redirect.

Catalog UI Search Workspace
Service.

Catalog UI Search Transformer
Blacklists.
Facet Attribute Whitelist

Email Notifier.

Catalog UI Search Workspace
Security.

Default Required
Value
250 true

true



Name Id Type Description Default Required
Value

Imagery imageryPro String List of imagery providers to use. false

Providers Viders
The valid types are:

* OSM (OpenStreetMap)

AGM (ArcGisMap)

BM (BingMap)

WMS (WebMapService)

WMT (WebMapTile)

TMS (TileMapService)

GE (GoogleEarth)

OSM example: {"name": "Example
OSM", "show": true, "type": "OSM",
"url":

"http://a.tile.openstreetmap.org”,
"fileExtension": "png", ‘"order":
@, "alpha": 1, "proxyEnabled":
false}

AGM example: {"name": "Example
AGM", "show": true, "type": "AGM",
"url":

"https://server.arcgisonline.com/a
rcgis/rest/services/World_Imagery/
MapServer", "order": 0,
"proxyEnabled": false, "alpha": 1}

WMS example: {"name": "Example
WMS", "show": true, "type": "WMS",

"url":
"http://suite.opengeo.org/geoserve
r/quwc/service/wms", "layers"
["opengeo:countries"],
"parameters": {"FORMAT":
"image/png", "VERSION": "1.1.1"},
"order": 0, "alpha":1,

"proxyEnabled": false}

WMT example: { "parameters": {

"transparent": false, "format":
"image/jpeg" }, "name": "Example
WmMT", "tileMatrixLabels": [
"EPSG:4326:0", "EPSG:4326:1",
"EPSG:4326:2", "EPSG:4326:3",
"EPSG:4326:4", "EPSG:4326:5",
"EPSG:4326:6", "EPSG:4326:7",
"EPSG:4326:8", "EPSG:4326:9",
"EPSG:4326:10", "EPSG:4326:11",
"EPSG:4326:12", "EPSG:4326:13",

"EPSG:4326:14", "EPSG:4326:15",
"EPSG:4326:16", "EPSG:4326:17",
"EPSG:4326:18", "EPSG:4326:19",
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Name

Terrain
Provider

Default
Layout

76

Id Type

terrainPro String
vider

defaultlay String
out

Description

Terrain provider to use for height
data. Valid types are: CT
(CesiumTerrain), AGS
(ArcGisImageServer), and VRW
(VRTheWorld).

Example: {"type": "CT", "url":
"http://example.com"}

The default UI layout and
visualization configuration used in
the Catalog UI. See http://golden-
layout.com/docs/Config.html £ for

more information. Example:
[{"type": "stack", "content":
[{"type": "component",
"component”: "cesium",
"componentName": "cesium",
"title": "3D Map"}, {"type":
"component”, "component":
"inspector", "componentName":
"inspector”, "title":
"Inspector"}]}].

Default
Value

{ "type":
"CT",
"url":
"http://as
sets.agi.c
om/stk-
terrain/ti
lesets/wor
1ld/tiles"
}

[{Iltypell:
"stack",
"content":
[{"type":
"component

n
I

"component
"cesium",
"component
Name":
"cesium",
"title":
"3D Map"},
{"type":
"component

n
I

"component

n,

"inspector
n
I

"component
Name":
"inspector
"title":
"Inspector

"}1]

Required

false

true


http://golden-layout.com/docs/Config.html
http://golden-layout.com/docs/Config.html

Name

Id

Type

Visualizati visualizat String

ons

List
Templates

Map
Projection
Bing Maps
Key

Connection
Timeout

Source Poll
Interval

Show Sign
In

ions

listTempla
tes

projection

bingKey

timeout
sourcePoll
Interval

signInEnab
led

String

String

String

Integer

Integer

Boolean

Description

Visualizations that should be
recognized by golden layout.

Example
[{nnameu_u

Map","icon
n "t t'l_ell_llgD

nn n,n

openlayers","title":"2D
“:"map"},{"name":"cesium

n,n:

Map ,"icon":"globe"},{"name":"insp
ector", "t1t1e"'"Inspector" "icon":
"info"},{"name":"histogram", "title
":"Histogram","icon":"bar-

chart"},{"name":"table","title":"T

able","icon":"table"}]

Templates for users to quickly
create lists that already specify an
icon and a filter. Example:
{"id":"Pizza Deliveries", "list.icon":
"tasks", "list.cql": "(\"anyText\"ILIKE
'pizza’)"}

Projection of imagery providers (e.g.

EPSG:3857, EPSG:4326).

Bing Maps API key. This should only
be set if you are using Bing Maps
Imagery or Terrain Providers.

Specifies the client-side connection
timeout in milliseconds.

Specifies the interval to poll for
sources in milliseconds.

Allow Sign In to Search UI and
welcome notice. Enable this if the
Search Ul is protected.

Default
Value

n,n

[{"name":
openlayers
" "title":
"2D0
Map","icon
"'"map"} {
"name":"ce
sium","tit
1le":"3D
Map","icon
":"globe"}
,{"name":"
inspector"
,title:”
Inspector"
,"icon":"q
nfo"},{"na
me":"histo
gram","tit
le":"Histo
gram","ico
n":"bar-
chart"}, {"
name":"tab
le","title
":"Table",
"icon":"ta
ble"}]

EPSG:4326

300000

60000

true

Required

false

false

false

false

false

true

false
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Name

Show
Tasks

Show
Gazetteer

Use Online
Gazetteer

Show
Uploader

Enable
Cache

Allow
Editing
Enable

Web
Sockets

Enable
Local
Catalog

Enable
Historical
Search

Enable
Archive
Search

Enable
Query
Feedback
Enable
Experimen
tal
Features

Show
Relevance
Scores

Relevance
Score
Precision

78

Id

taskEnable
d

gazetteerE
nabled

onlineGaze
tteerEnabl
ed

ingestEnab
led

cacheEnabl
ed

editingEna
bled

webSockets
Enabled

localCatal
ogEnabled

historical
SearchEnab
led

archiveSea
rchEnabled

queryFeedb
ackEnabled

experiment
alEnabled

relevanceS
coresEnabl
ed

relevanceP
recision

Type

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Integer

Description

Show task menu area for long
running actions.

Show gazetteer for searching place

names.

Should the online gazetteer be
used? If unchecked a local gazetteer
service will be used. This only
applies to the search gazetteer in

Intrigue.

Show upload menu for adding new

record.

Locally cached results will be
returned in search results.

Allow editing capability to be visible

in the UL

Enables use of Web Sockets

Enables queries to the local catalog.

Enable searching for historical

metacards.

Enable searching for archived

metacards.

Enable the query comments option.

WARNING: Enables experimental
features in the UL This allows users
to preview upcoming features.

Toggle the display of relevance
scores of search results.

Set the number of digits to display
in for each relevance score. The
defaultis 5 (i.e. 12.345).

Default
Value

false

true

true

true

true

true

true

true

true

true

true

false

false

5

Required

false

false

false

false

true

true

false

true

true

true

true

true

false

false



Name

Show Logo
in Title Bar

Enable
Unknown
Error Box

Enable
Metacard
Preview

Enable
Spellcheck

Enable
Similar
Word
Matching

Basic
Search
Temporal
Selections

Basic
Search
Match
Type
Metacard
Attribute

Type Name
Mapping

Id

logoEnable

a

unknownErr
orBoxEnabl
ed

metacardPr
eviewEnabl
ed

spellcheck
Enabled

phoneticsE
nabled

basicSearc
hTemporalS
electionDe
fault

basicSearc

hMatchType

typeNameMa
pping

Type

Boolean

Boolean

Boolean

Boolean

Boolean

String

String

String

Description

Toggles the visibility of the logo in
the menu bar.

Enable Unknown Error Box
visibility.

Enable Metacard Preview in the
Inspector.

Enable spellcheck for searches.

Enable phonetic and synonym
matching for searches.

Enable Basic Search Temporal
Selections.

Metacard attribute used for Basic
Search Type Match.

Mapping of display names to
content types in the form
name=type.

Default
Value

false

true

true

false

false

¢ created

e effecti

ve

* modifie
d

e metacar
d.creat
ed

e metacar
d.modif
ied

datatype

Required

false

false

true

false

false

true

true

false
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Name

Read Only
Metacard
Attributes

80

Id

readOnly

Type

String

Description Default Required
Value

List of metacard attributes that are » Achecks false
read-only. NOTE: the provided um$

values will be evaluated as
JavaScript regular expressions
when matched against metacard
attributes.

* Achecks
um-
algorit
hm$

 Nid$

e Aresour
ce-
downloa
d-url$

e Aresour
ce-uri$

e Aresour
ce.deri
ved-
uri$

e Aresour
ce.deri
ved-
downloa
d-url$

e "modifi
ed$

e "metaca
rd-
tags$

* "\metada
ta$

e metaca
rd-
type$

e Asource
-id$

* Apoint-
of-

contact

$

* "\metaca
rd.

Ayersio
n.



Name

Summary
Metacard
Attributes

Result
Preview
Metacard
Attributes

Query
Schedule

Frequencie
S

Auto
Merge
Time

Query
Feedback

Email
Subject
Template

Id

summarySho
w

resultShow

scheduleFr
equencylis

autoMergeT
ime

queryFeedb
ackEmailSu
bjectTempl
ate

Type

String

String

Long

Integer

String

Description

List of metacard attributes to
display in the summary view.

List of metacard attributes to
display in the result preview.

Custom list of schedule frequencies
in seconds. This will override the
frequency list in the query schedule
tab. Leave this empty to use the
frequency list on the Catalog UL

Specifies the interval during which
new results can be merged
automatically. This is the time
allowed since last merge (in
milliseconds).

See Configuring Query Feedback for Query

Intrigue for more details about
Query Feedback templates.

Default
Value

Required

e created false

* modifie
d

¢ thumbna
il

false

» 1800 true
* 3600

« 7200

* 14400

* 28800

» 57600

* 86400

1000 true

true
Feedback

from

{{username

3
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Name

Query
Feedback

Email Body

Template

82

Id

queryFeedb String

ackEmailBo
dyTemplate

Type

Description

See Configuring Query Feedback for
Intrigue for more details about
Query Feedback templates.

Default
Value

<h2>Query
Feedback</
h2>
<p><br>
<b>Authent
icated
User</b>:
{{{auth_us
ername}}}<
br><br>
<b>User</b
>
{{{usernam
e}}}<br><b
r>
<b>Email</
b>:
{{{email}}
}<br><br>
<b>Workspa
ce</b>:
{{{workspa
ce_name}}}
({{{worksp
ace_id}}})
<br><br>
<b>Query</
b>:
{{{query}}
}<br><br>
<b>Query
time</b>:
{{{query_i
nitiated_t
ime}}}<br>
<br>
<b>Query
status</b>

{{{query_s
tatus}}i<b
r><br>
<b>Comment
s</b>:
{{{comment
s}}i<br><b
r>
<b>Query_r
esults</b>

<pre>{{{qu
ery_result
s}}i</pre>
</p>

Required

true


managing.pdf#_configuring_query_feedback_for_intrigue
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Name Id Type

Feedback @c¢ kEmailDe
. stination

Email

Destinatio

n

Maximum maximumUpl Integer
Endpoint oadSize

Upload

Size

Map Home mapHome String

UI Product product String
Name

Upload attributeE String
Editor: numhap

Attribute

Configurati

on

Upload requiredAt String
Editor: tributes
Required

Attributes

Description Default
Value

Email destination to send Query
Feedback results.

The maximum size (in bytes) to 1048576
allow per client when receiving a
POST/PATCH/PUT. Note: This does

not affect resource upload size, just

the maximum size allowed for calls

from Intrigue.

Specifies the default home view for
the map by bounding box. The
format is "West, South, East, North",
where North, East, South, and West
are coordinates in degrees. An
example is: -124, 60, -100, 40.

Specifies a custom UI product name Intrigue
in the UL

List of attributes to show in the
upload editor. See Catalog
Taxonomy for a list of supported
attributes.

Supported entry syntax:
1. attribute
2. attribute=valuel,value2, -

Using the first syntax, the editor will
attempt to determine the
appropriate control to display based
on the attribute datatype. The
second syntax will force the editor
to use a dropdown selector
populated with the provided values.
This is intended for use with String
datatypes, which by default may be
assigned any value.

List of attributes which must be set
before an upload is permitted. If an
attribute is listed as required but
not shown in the editor, it will be
ignored.

Required

true

true

false

true

false

false
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Table 75. Catalog UI Search Attribute Descriptions

Name Id Type Description Default
Value

Attribute  attributeD String List of friendly attribute

Descriptio ©scription descriptions. Separate the attribute

ns > name and description with an

equals (=) sign. Example: checksum-
algorithm=Method for generating a
small-sized datum from a block of
digital data for the purpose of

detecting errors.

Table 76. Catalog UI Search Attribute Aliases

Name Id Type Description Default
Value

Attribute  attributeA String List of attribute aliases. Separate the

Aliases Liases attribute name and alias with an

equals (=) sign. Example:
title=Title.

Table 77. Catalog UI Search Metacard Type Whitelist

Name Id Type Description Default
Value

Metacard whiteliste String List of metacard types that are

Type dMetacardT whitelisted and not filtered. NOTE:

Whitelist  'P¢° This will directly filter out metacard

types rendered from metacard
application. An empty list will

whitelist everything.
Table 78. Catalog UI Search Theme
Name Id Type Description Default
Value

Theme theme String Specifies the default theme: Dark

* Dark

* Light

* Sea

e Custom, which consists of the

colors below

Primary  customPrim String #3c6dd5

Color aryColor

84

Required

false

Required

false

Required

false

Required

true

true



Name

Positive
Color

Negative
Color

Warning
Color

Favorite
Color

Backgroun
d
Navigation
Color

Backgroun
d Accent
Content
Color

Backgroun
d
Dropdown
Color

Backgroun
d Content
Color

Backgroun
d Modal
Color

Backgroun
d Slideout
Color

Theme
Spacing
Mode

Theme
Zoom

Id

customPosi
tiveColor

customNega
tiveColor

customWarn
ingColor

customFavo
riteColor

customBack
groundNavi
gation

customBack
groundAcce
ntContent

customBack
groundDrop
down

customBack
groundCont
ent

customBack
groundModa
1

customBack
groundSlid
eout

spacinghod
e

zoomPercen
tage

Type Description
String
String
String
String
String
String
String
String
String
String
String Specifies the default theme spacing
mode:
» Comfortable
* Cozy
* Compact
Integer Specifies the default theme zoom

percentage.

Table 79. Catalog UI Search Hidden Attributes

Default
Value

#428442

#8a423c

#c89600

#d1d179

#252529

#2A2A2E

#35353a

#35353a

#252529

#252529

Comfortabl
e

100

Required

true

true

true

true

true

true

true

true

true

true

true

true
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Name Id Type Description Default
Value

Hidden hiddenAttr String List of attributes to be hidden. » Asorts$

Attributes  1butes NOTE: the provided values will be . Acqls

evaluated as JavaScript regular
expressions when matched against ~ * "PoLLin
metacard attributes. g%

e Acached

$

Table 80. Catalog UI Search Workspace Query Monitor

Name Id Type Description Default

Value
Query queryTimeo Long Set the number of minutes to wait 5
Timeout  UtMinutes for query to complete.

Notificatio queryTimel Integer Set the Relative Time Search (past X 1440
n Time nterval minutes up to 24 hours). Note: This
Interval queries for results from the interval

to the time the query is sent out.

Table 81. Search UI Redirect

Name Id Type Description Default
Value

Redirect  defaultUri String Specifies the redirect URI to use ${org.codi

URI when accessing the /search URL ce.ddf.ext
ernal.cont

ext}/searc
h/simple/

Table 82. Catalog UI Search Workspace Service

Name Id Type Description Default
Value

Maximum maxSubscri Integer Specifies the maximum number of 100

Subscriptio Pt10ns workspace subscriptions that may

ns be queried for email notifications.

Table 83. Catalog UI Search Transformer Blacklists

86

Required

false

Required

true

true

Required

true

Required

true



Name d
Metacard blackListe
Transform dMetacardT
. . ransformer
er Blacklist Ids
Query blackListe
Response dQueryResp
T f onseTransf
rans orm ormerIds
er Blacklist

Type

String

String

Table 84. Facet Attribute Whitelist

Name Id

Facet facetAttri
Attribute buteWhitel
Whitelist ' °¢

Type

String

Description

The IDs of all Metacard
Transformers services that do not
show up as export actions in the UL
Every ID in this set removes that
transformer as an export option in
the UL

The IDs of all Query Response
Transformers services that do not
show up as export actions in the UL
Every ID in this set removes that
transformer as an export option in
the UL

Description

Attributes that can be faceted
against through the catalog
framework. Caution: Suggestion
values are not protected by any
security. Only choose attributes
whose values are safe for all users
to view.

Table 85. Catalog UI Search Email Notifier

Name Id
Subject subjectTem
plate

Type

String

Description

Set the subject line template.

Default Required
Value
[] false

[zipCompre false
ssion]

Default
Value

Required

false

Default
Value

Required

Workspace
"%[attribu
te=title]"
notificati
on

true
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Name

Body

From
Address

Id

bodyTempla String

te

fromEmail

Description

Set the body template.

Set the 'from' email address.

Table 86. Catalog UI Search Workspace Security

Name

System
User
Attribute

System
User
Attribute
Value

1.8. IC Security Application Reference

Id

systemUser
Attribute

systemUser
AttributeV
alue

Description

The name of the attribute to
determine the system user.

The value of the attribute to
determine the system user.

The IC Security application provides features to enhance security.

1.8.1. Prerequisites for IC Security

None.

88

Default
Value

The
workspace
"%[attribu
te=title]"
contains
up to
%[hitCount
] results.
Log in to
see
results
https://{F
QDN}: {PORT
}/search/c
atalog/#wo
rkspaces/%
[attribute
=id].

donotreply
@example.c
om

Default
Value

http://sch
emas.xmlso
ap.org/ws/
2005/05/
identity/
claims/
role

system-
user

Required

true

true

Required

true

true


mailto:donotreply@example.com
mailto:donotreply@example.com
mailto:donotreply@example.com
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/role

1.8.2. Installing IC Security
Install the IC Security application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the security-app feature.

1.8.3. Configuring the IC Security Application
To configure the IC Security Application:

1. Navigate to the Admin Console.
2. Select the IC Security application.

3. Select the Configuration tab.

Table 87. IC Security Available Configurations

Name Property
Default Security Attribute org.codice.alliance.catalog.plugi
Values Plugin n.defaultsecurity.DefaultSecurit

yAttributeValuesPlugin

Security Audit Plugin org.codice.alliance.catalog.plugi
n.security.audit.SecurityAuditPl
ugin

Audit Controlled Access Plugin  org.codice.alliance.catalog.plugi

n.auditcontrolled.AuditControll
edAccessPlugin

Table 88. Default Security Attribute Values Plugin

Description

Default Security Attribute
Values Plugin configurations.

Plugin to audit security
attribute changes
configurations.

Audit Controlled Access Plugin
configurations.
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Name

Attribute
Mappings

Property Type

attributeM String
appings

Table 89. Security Audit Plugin

90

Description

Mapping of System High attributes
to use in case metacards are
ingested without any security

marking.

Default
Value

security.cla
ssification=
classificati
on,security
.-releasabili
ty=releasa
bleTo,secu
rity.codew
ords=sciCo
ntrols,secu
rity.dissem
ination-
controls=di
sseminatio
nControls,s
ecurity.oth
er-
disseminat
ion-
controls=ot
herDissemi
nationCont
rols,securit
y.owner-
producer=
ownerProd
ucer

Required

true



91



Name

Security
attributes
to audit

92

Property Type

auditAttri
butes

String

Description

List of security attributes to audit
when modified

Default
Value

security.ac
cess-
groups,sec
urity.acces
s-
individuals
,security.cl
assification
,security.cl
assification
-system,sec
urity.code
words,secu
rity.dissem
ination-
controls,se
curity.othe
I-
disseminat
ion-
controls,se
curity.own
er-
producer,s
ecurity.rel
easability,e
xt.metadat
a-
originator-
classificati
on,ext.met
adata-
classificati
on,ext.met
adata-
classificati
on-
system,ext.
metadata-
disseminat
ion-
controls,ex
t.metadata-
releasabilit
y,ext.resou
rce-

classificati

Required

true



Table 90. Audit Controlled Access Plugin

Name Id Type Description
Classificati controlled String Classification values used to audit a
on Classifica metacard.
tionValues
Releasabili controlled String Releasability values used to audit a
ty Releasabil metacard.
ityValues
Disseminat controlled String DisseminationControls values used
ionControl Disseminat to audit a metacard.
s ionControl
sValues
Codewords controlled String Codewords values used to audit a
CodewordsV metacard.
alues

1.9. Imaging Application Reference

Default
Value

null

null

null

null

Required

false

false

false

false

The Imaging Application provides support for ingesting and searching for NITF products.

1.9.1. Imaging Prerequisites

None.

1.9.2. Installing Imaging
Install the Imaging application through the Admin Console.

1. Navigate to the Admin Console.
2. Select the System tab.
3. Select the Features tab.

4. Install the imaging-app feature.
1.9.3. Configuring the Imaging Application

To configure the Imaging Application:

1. Navigate to the Admin Console.
2. Select the Imaging application.

3. Select the Configuration tab.

Table 91. Imaging Available Configurations
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Name

NITF Post-Process Plugin

NITF Render Plugin

Table 92. NITF Post-Process Plugin

Name Id Type

Overview maxSidelen Integer
image gth

maximum

side length

(pixels)

Maximum maxNitfSiz Integer
NITE file  ©MB

size to

process

(Megabytes

)

Store createQver Boolean
Overview V1€W
Image

Store store0rigi Boolean
Original nallmage

Image

Table 93. NITF Render Plugin

Name Id Type

Overview maxSidelen Integer
image gth

maximum

side length

(pixels)

94

Property Description
NITF_Post_Process_Plugin NITF Post-Process Plugin
configurations.
NITF_Render_Plugin NITF Render Plugin
configurations.
Description Default Required
Value

Maximum length of longest side of 1024 true

NITF overview image in pixels. The

input transformer resizes the image

as needed so that the overview

retains the same aspect ratio as the

original.

Maximum NITF file size in 10 true

Megabytes of which to create

thumbnails/overviews. Rendering

large NITFs is memory intensive.

Make sure your system is

configured with enough memory to

handle <NITF-Size>*<Number-0f-

Ingest-Threads>*4 Megabytes.

Render an overview and store itas true true

a derived resource.

Render the original image and store true true

it as a derived resource.

Description Default Required

Value
Maximum length of longest side of 1024 true

NITF overview image in pixels. The
input transformer calculates the
size of the shorter side so that the
overview has the same aspect ratio
as the original.



Name Id

Maximum maxNitfSiz
NITF file ~ ©/'B

size to

process

(Megabytes

)

createOver
view

Store
Overview
Image

storeQrigi
nallmage

Store
Original
Image

Type

Integer

Boolean

Boolean

Description Default
Value
Maximum NITF file size in 10

Megabytes of which to create
thumbnails/overviews. Rendering
large NITFs is memory intensive.
Make sure your system is
configured with enough memory to
handle <NITF-Size>*<Number-0f-
Ingest-Threads>*4 Megabytes.

Render an overview and store it as true
a derived resource.

Render the original image and store true
it as a derived resource.

1.10. Video Application Reference

Required

true

true

true

The Video application provides support for ingesting and searching for MPEG-TS products.

1.10.1. Prerequisites for Video

None.

1.10.2. Installing Video

Install the Video application through the Admin Console:

1. Navigate to the Admin Console.

2. Select the System tab.

3. Select the Features tab.

4, Install the alliance-video feature.

1.10.3. Configuring the Video Application

To configure the Video Application:

1. Navigate to the Admin Console.

2. Select the Video application.

3. Select the Configuration tab.

Table 94. Video Available Configurations
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Name

MPEG-TS UDP Stream Monitor

MPEG-TS Input Transformer

Property Description

org.codice.alliance.video.stream MPEG-TS UDP Stream Monitor
.mpegts.UdpStreamMonitor configurations.

org.codice.alliance.transformer. MPEG-TS Input Transformer
video.MpegTsInputTransformer configurations.

Table 95. MPEG-TS UDP Stream Monitor

Name

Title

Network
Address

Max File
Size

Max
Elapsed
Time

Filename
Template

Metacard
Update
Initial
Delay

96

Id Type

parentTitl
e

String

monitoredA
ddress

String

byteCountR
olloverCon
dition

Integer

elapsedTim Long
eRollover(C
ondition

filenameTe String
mplate

metacardUp Long
datelnitia
1Delay

Description Default Required
Value

Title of the parent metacard. MPEG-TS true
UDP
Stream

Specifies the network address (such
as udp://localhost:50000) to be
monitored. The address must be
resolvable.

udp://127.0. true
0.1:50000

Maximum file size (bytes) before 10000000 false
rollover. Must be >=1. The current

chunk must contain an I-frame for a

rollover to occur, so it is possible for

the chunk size to be greater than

this number of bytes if additional

frames had to be processed to find

one.

Maximum elapsed time in 60000 false
milliseconds before rollover. Must

be >=1. The current chunk must

contain an I-frame for a rollover to

occur, so it is possible the rollover

could be delayed beyond this time

limit if additional frames had to be

processed to find one.

Filename template for each chunk. true
The template may contain any
number of the sequence
'%{date=FORMAT}' where FORMAT
is a Java SimpleDateFormat. Must

be non-blank.

mpegts-
stream-
%{date=yy
yy-MM-
dd_hh:mm:
ss}

Delay updates when creating 2 false
metacards to avoid retries. Slower

systems require a longer delay. The

minimum value is 0 seconds and

the maximum value is 60 seconds.

(seconds)



Name

Distance
Tolerance

Start
Immediate

ly

Table 96. MPEG-TS Input Transformer

Name

Subsample
Count

Distance
Tolerance

Security
Classificati
on-1

Security
Classificati
on-2

Security
Classificati
on-3

Security
Classificati
on-4

Security
Classificati
on-5

Id

distanceTo
lerance

startImmed Boolean

iately

Id

subsampleC
ount

distanceTo
lerance

securityCl
assificati
onCode1

securityCl
assificati
onCode?

securityCl
assificati
onCode3

securityCl
assificati
onCode4

securityCl
assificati
onCodeb

Type

Double

Type

Integer

Double

String

String

String

String

String

Description

Distance tolerance used to simplify
geospatial metadata during video
stream processing. The tolerance
must be non-negative and the units
are degrees.

Start the UDP Stream Monitor
immediately upon creation.

Description

Location polygon subsample count

used to reduce the number the total

number of polygons.

Distance tolerance used to simplify
WKT data. All vertices in the
simplified geometry are within this
distance of the original geometry.
The tolerance value must be non-
negative.

Security classification string that
corresponds to STANAG field
'Security Classification' on the
Security Metadata Local Set code 1.

Security classification string that
corresponds to STANAG field
'Security Classification' on the
Security Metadata Local Set code 2.

Security classification string that
corresponds to STANAG field
'Security Classification' on the
Security Metadata Local Set code 3.

Security classification string that
corresponds to STANAG field
'Security Classification' on the
Security Metadata Local Set code 4.

Security classification string that
corresponds to STANAG field
'Security Classification' on the
Security Metadata Local Set code 5.

Default
Value

0.0001

false

Default
Value

0.0001

UNCLASSI
FIED

RESTRICTE
D

CONFIDEN
TIAL

SECRET

TOP
SECRET

Required

false

true

Required

true

false

true

true

true

true

true
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Name Id Type Description Default Required

Value
Security securityCl String Security classification string thatis TOP true
Classificati 2ssificati used if STANAG field 'Security SECRET
onDefault o .
on - Classification' on the Security
Default Metadata Local Set is unrecognized.

2. Application Whitelists

Within each Alliance application, certain packages are exported for use by third parties.

2.1. Packages Removed From Whitelist

In the transition of the whitelist from the ambiguous package listing to the new class listing several
errors were found. The packages originally listed that were removed either did not exist, contained
experimental interfaces, or contained only internal implementations and should have never been
included in the whitelist. The following is a list of packages that were listed in error and have been
removed from the whitelist.

None of the packages in this list have been removed from the distribution. They

NOTE
may however be changed or removed in the future.

Admin

* org.codice.ddf.ui.admin.api.plugin

* org.codice.ddf.admin.configuration.plugin
Catalog

* org.codice.ddf.admin.configuration.plugin
» ddf.catalog.data.metacardtype

* ddf.catalog.federation.impl

* ddf.catalog.plugin.groomer

* ddf.catalog.pubsub

» ddf.catalog.pubsub.tracker

* ddf.catalog.resource.data

* ddf.catalog.resource.impl

* ddf.catalog.resourceretriever

* ddf.catalog.transformer.metacard.geojson
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* ddf.common

* org.codice.ddf.endpoints

* org.codice.ddf.endpoints.rest

* org.codice.ddf.endpoints.rest.action
* org.codice.ddf.opensearch.query

* org.codice.ddf.opensearch.query.filter
Platform

* org.codice.ddf.configuration.admin

* org.codice.ddf.configuration.migration

* org.codice.ddf.configuration.persistence

* org.codice.ddf.configuration.persistence.felix
* org.codice.ddf.configuration.status

* org.codice.ddf.parser

* org.codice.ddf.parser.xml

* org.codice.ddf.platform.error.handler

* org.codice.ddf.platform.util
Security

e ddf.security.assertion.impl
» ddf.security.common.audit

* ddf.security.http.impl

* ddf.security.impl

e ddf.security.pdp.realm

» ddf.security.permission

* ddf.security.principal

* ddf.security.realm.sts

e ddf.security.samlp.impl

» ddf.security.service.impl

* ddf.security.settings

* ddf.security.soap.impl

e ddf.security.sts

* ddf.security.ws.policy.impl
* org.codice.ddf.security.certificate.qgenerator

* org.codice.ddf.security.certificate.keystore.editor



* org.codice.ddf.security.common

* org.codice.ddf.security.filter.authorization
* org.codice.ddf.security.filter.login

* org.codice.ddf.security.filter.websso

* org.codice.ddf.security.handler.basic

» org.codice.ddf.security.handler.quest.configuration
* org.codice.ddf.security.handler.quest

* org.codice.ddf.security.handler.pki

* org.codice.ddf.security.handler.saml

* org.codice.ddf.security.interceptor

* org.codice.ddf.security.interceptor

* org.codice.ddf.security.policy.context.impl
* org.codice.ddf.security.servlet.logout

* org.codice.ddf.security.validator.username
Spatial

* org.codice.ddf.spatial.qgeocoder

* org.codice.ddf.spatial.qgeocoder.geonames
* org.codice.ddf.spatial.geocoding

* org.codice.ddf.spatial.geocoding.context
* org.codice.ddf.spatial.kml.endpoint

* org.codice.ddf.spatial.ogc.catalog.resource.impl

2.2. Catalog Whitelist

The following classes have been exported by the Catalog application and are approved for use by
third parties:

In package ddf.catalog

» (atalogFramework

* Constants
In package ddf.catalog.cache
* ResourceCachelnterface Deprecated

In package ddf.catalog.data
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* Attribute

o AttributeDescriptor

o AttributeType

* BinaryContent

* ContentType

* Metacard

» MetacardCreationException

* MetacardType

» MetacardTypeUnregistrationException

* Result
In package ddf.catalog.event

* DeliveryException

* DeliveryMethod

» EventException

* EventProcessor

* InvalidSubscriptionException
» Subscriber

e Subscription

» SubscriptionExistsException

» SubscriptionNotFoundException
In package ddf.catalog.federation

* Federatable
» FederationException

* FederationStrategy
In package ddf.catalog.filter

» AttributeBuilder

» BufferedSpatialExpressionBuilder
* ContextualExpressionBuilder

* EqualityExpressionBuilder

* ExpressionBuilder

* FilterAdapter

* FilterBuilder

* FilterDelegate
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* NumericalExpressionBuilder

* NumericalRangeExpressionBuilder
» SpatialExpressionBuilder

o TemporallnstantExpressionBuilder
» TemporalRangeExpressionBuilder

» XPathBasicBuilder

o XPathBuilder

In package ddf.catalog.filter.delegate

* CopyFilterDelegate
* FilterToTextDelegate

In package ddf.catalog.operation

* CreateRequest

* CreateResponse

* DeleteRequest

* DeleteResponse

* Operation

* OperationTransaction
* Pingable

* ProcessingDetails
* Query

* QueryRequest

* QueryResponse

* Request

* ResourceRequest

* ResourceResponse

* Response

* SourceInfoRequest
* SourceInfoResponse
* SourceProcessingDetails
* SourceResponse

* Update

* UpdateRequest

* UpdateResponse
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In package ddf.catalog.plugin

In package ddf.catalog.resource

* DatalUsagelLimitExceededException

AccessPlugin
PluginExecutionException
PolicyPlugin
PolicyResponse
PostFederatedQueryPlugin
PostIngestPlugin
PostQueryPlugin
PostResourcePlugin
PreDeliveryPlugin
PreFederatedQueryPlugin
PreIngestPlugin
PreQueryPlugin
PreResourcePlugin
PreSubscriptionPlugin

StopProcessingException

Resource

ResourceNotFoundException

ResourceNotSupportedException

ResourceReader

ResourceWriter

In package ddf.catalog.service

ConfiguredService

In package ddf.catalog.source

CatalogProvider
ConnectedSource
FederatedSource
IngestException
InternallngestException
RemoteSource

Source
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* SourceDescriptor
* SourceMonitor

* SourcelUnavailableException

UnsupportedQueryException
In package ddf.catalog.transform

» CatalogTransformerException
* InputCollectionTransformer

e InputTransformer

MetacardTransformer

* QueryResponseTransformer
In package ddf.catalog.transformer.api

e MetacardMarshaller
e PrintWriter

e PrintWriterProvider
In package ddf.catalog.util

* Describable Deprecated

* Maskable
In package ddf.catalog.validation

e MetacardValidator

* ValidationException
In package ddf.geo.formatter

» CompositeGeometry
» GeometryCollection
* LineString

e MultilLineString

* MultiPoint

* MultiPolygon

* Point

* Polygon
In package ddf.util

e InetAddressUtil
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* NamespaceMapImpl

» NamespaceResolver

WktStandard

XPathCache

XPathHelper

XSLTUti1l

2.3. Platform Whitelist

The following classes have been exported by the Platform application and are approved for use by
third parties:

In package ddf.action

e Action
e ActionProvider

* ActionRegistry
In package org.codice.ddf.branding

* BrandingPlugin
* BrandingRegistry

In package org.codice.ddf.configuration

» ConfigurationWatcher Deprecated

2.4. Security Whitelist

The following classes have been exported by the Security application and are approved for use by
third parties:

In package ddf.security

* SecurityConstants

* Subject
In package ddf.security.assertion
e SecurityAssertion

In package ddf.security.common.util
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* Security Deprecated
e SecurityProperties

* ServiceComparator

SortedServicelist Deprecated

In package ddf.security.encryption
* EncryptionService

In package ddf.security.expansion
* Expansion

In package ddf.security.http
» SessionFactory

In package ddf.security.service

* SecurityManager
* SecurityServiceException

* TokenRequestHandler

In package ddf.security.sts.client.configuration
» STSClientConfiguration

In package ddf.security.ws.policy

e AbstractOverrideInterceptor

* PolicylLoader

In package org.codice.ddf.security.handler.api
* AuthenticationHandler

In package org.codice.ddf.security.policy.context.attributes
» ContextAttributeMapping

In package org.codice.ddf.security.policy.context

* ContextPolicy

» ContextPolicyManager

2.5. Solr Whitelist
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The following classes have been exported by the Solr application and are approved for use by third
parties:

None.

2.6. Search UI Whitelist

The following classes have been exported by the Search UI application and are approved for use by
third parties:

None.

O Configure Banner Markings Extractor

3. Alliance Dependency List

This list of Alliance dependencies is automatically generated:

3.1. Alliance 1.17.7 Dependency List

* com.barchart.udt:barchart-udt-bundle:jar:2.3.0

* com.github.jai-imageio:jai-imageio-core:jar:1.4.0

» com.github.jai-imageio:jai-imageio-jpeq2000:jar:1.3.1_CODICE_3
* com.google.code.findbugs:jsr305:jar:3.0.2

* com.google.guava:quava:jar:29.0-jre

e com.sun.mail:jakarta.mail:jar:1.6.5

* commons-beanutils:commons-beanutils:jar:1.9.4

» commons-configuration:commons-confiqguration:jar:1.10

* commons-digester:commons-digester:jar:2.1

* commons-io:commons-io:jar:2.7

» commons-1lang:commons-lang:jar:2.6

* commons-validator:commons-validator:jar:1.6

* ddf.action.core:action-core-api:jar:2.26.20-SNAPSHOT

» ddf.action.core:action-core-impl:jar:2.26.20-SNAPSHOT

* ddf.admin.core:admin-core-appservice:jar:2.26.20-SNAPSHOT

* ddf.catalog.core:catalog-core-api-impl:jar:2.26.20-SNAPSHOT
* ddf.catalog.core:catalog-core-api:jar:2.26.20-SNAPSHOT
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ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf.
ddf:
io.netty:
jo.netty:
jo.netty:
jo.netty:
io.netty:

jo.netty:

catalog.core:filter-proxy:jar:2.26.20-SNAPSHOT

catalog.plugin:catalog-plugin-security-audit:jar:2.26.20-SNAPSHOT

catalog.transformer:catalog-transformer-streaming-api:jar:2.26.20-SNAPSHOT

features:
platform.
platform.
platform.
platform:
platform:
security.
security.

security.

apps:xml:features:2.26.20-SNAPSHOT
country:platform-country-converter-api:jar:2.26.20-SNAPSHOT
util:platform-util:jar:2.26.20-SNAPSHOT
util:util-uuidgenerator-api:jar:2.26.20-SNAPSHOT
branding-api:jar:2.26.20-SNAPSHOT
platform-configuration:jar:2.26.20-SNAPSHOT
core:security-core-api:jar:2.26.20-SNAPSHOT
handler:security-handler-api:jar:2.26.20-SNAPSHOT
handler:security-handler-impl:jar:2.26.20-SNAPSHOT

support:support-githooks:jar:2.3.16

thirdparty:rest-assured:jar:2.26.20-SNAPSHOT

thirdparty:restito:jar:2.26.20-SNAPSHOT

solr-distro:zip:assembly:2.26.20-SNAPSHOT

netty-all:jar:4.1.46.Final
netty-buffer:jar:4.1.46.Final
netty-codec:jar:4.1.46.Final
netty-common:jar:4.1.46.Final
netty-resolver:jar:4.1.46.Final

netty-transport:jar:4.1.46.Final

javax.inject:javax.inject:jar:1

javax.measure:unit-api:jar:1.0

net.
net.
org.
org.
org.

org.

org

org.
org.

org.

org

coobird:thumbnailator:jar:0.4.8

jodah:failsafe:jar:0.9.5

apache.camel:camel-core:jar:3.4.0

apache.camel:camel-cxf:jar:3.4.0

apache.commons:commons-collections4:jar:4.1

apache.commons:commons-exec:jar:1.3

.apache.commons:commons-lang3:jar:3.11

apache.httpcomponents:httpclient-osgi:jar:4.5.2

apache.httpcomponents:httpclient:jar:4.5.6

apache.httpcomponents:httpcore-osgi:jar:4.4.5

.apache.httpcomponents:httpcore:jar:4.4.10



org.apache.karaf.bundle:org.apache.karaf.bundle.core:jar:4.2.9
org.apache.karaf.itests:common:jar:4.2.9
org.apache.logging.log4j:1log4j-s1f4j-impl:jar:2.11.2
org.apache.servicemix.bundles:org.apache.servicemix.bundles.hamcrest:jar:1.3_1
org.awaitility:awaitility:jar:3.1.5
org.codice.ddf:ddf-common:jar:2.26.20-SNAPSHOT
org.codice.ddf:kernel:zip:2.26.20-SNAPSHOT
org.codice.ddf:klv:jar:2.26.20-SNAPSHOT
org.codice.ddf:mpeg-transport-stream:jar:2.26.20-SNAPSHOT
org.codice.ddf:ui:xml:features:2.25.0
org.codice.ddms:openddms:jar:1.1
org.codice.imaging.nitf:codice-imaging-nitf-core-api:jar:0.8.2
org.codice.imaging.nitf:codice-imaging-nitf-core:jar:0.8.2
org.codice.imaging.nitf:codice-imaging-nitf-fluent-api:jar:0.8.2
org.codice.imaging.nitf:codice-imaging-nitf-fluent:jar:0.8.2
org.codice.imaging.nitf:codice-imaging-nitf-render:jar:0.8.2
org.codice.thirdparty:ffmpeg:zip:bin:3.1.1_1
org.codice.usng4j:usngdj-api:jar:0.4
org.codice.usng4j:usngdj-impl:jar:0.4
org.jcodec:jcodec:jar:0.2.0_1
org.jetbrains.kotlin:kotlin-osgi-bundle:jar:1.2.21
org.ladj:1a4j:jar:0.6.0
org.locationtech.jts.io:jts-io-common:jar:1.16.0
org.locationtech.jts:jts-core:jar:1.16.0
org.ops4j.pax.exam:pax-exam-container-karaf:jar:4.13.2.CODICE
org.ops4j.pax.exam:pax-exam-junit4:jar:4.13.2.CODICE
org.ops4j.pax.exam:pax-exam:jar:4.13.2.CODICE
org.ops4j.pax.tinybundles:tinybundles:jar:2.1.1
org.ops4j.pax.url:pax-url-aether:jar:2.4.5
0rg.osgi:org.osgi.core:jar:5.0.0
org.powermock:powermock-module-junit4-rule-agent:jar:1.6.4
org.slf4j:slf4j-api:jar:1.7.29
org.slf4j:s1f4j-simple:jar:1.7.29
org.taktik:mpegts-streamer:jar:0.1.0_2

org.webjars.bower:components-bootstrap:jar:3.1.1
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* org.webjars.bower:components-font-awesome:jar:4.7.0

* org.webjars.bower:jquery:jar:1.11.0

4. Hardening Checklist

The following list enumerates the required mitigations needed for hardening. It is not intended to
be a step-by-step procedure. To harden a new system, perform configuration as documented.
Configure Auditing

Set Directory Permissions

Configure Keystore and Certificates

Disallow Login Without Certificates

0O 0O 0O o o

Configure Certificate Revocation

O Deny Guest User Access (if denying Guest users)

O Allow Guest User Access (if allowing Guest users)

Configure Guest Claim Attributes (if allowing Guest users)
Configure Guest User Authentication

Create unique user role

Restricting Access to Admin Console

Restricting Access to Features, Apps, Services, and Configurations
Remove Default Users

Harden Solr

0O 0O 0O 0o o o o o

Environment Hardening
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